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1. Tin tiec An toan théng tin

- Chién dich tin cong APT: Nhoém APT Charming Kitten khai thac ma doc
NokNok dé tan cong nguoi ding macOS.

- Canh bao: 1.5 triéu nguoi ding Google Play c6 nguy co bi tin cong boi
hai phan mém gian diép.

2. Piém yéu, 16 hong
- 557 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira dao ngudi dung Viét Nam: 334 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh bao tuin tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tn cong APT: Nhém APT Charming Kitten
khai thac ma doc NokNok dé tan cong

ngwoi dung macOs”’

Nhom tin cong Charming Kitten, con dugc biét dén vi
tén APT42 hay Phosphorus, da sir dung ma doc NokNok
dé tin cong vao hé diéu hanh macOS. Chién dich nay bit
dau vao thang 5 va st dung phwong thuc 1ay nhiém khac
S0 Véi trude day, bang viéc trién khai payload théng qua
cac file LNK thay vi tai liéu Word nhu céc chién dich trudc
do.

Nhom APT Charming Kitten da tién hanh it nhat 30
cudc tan cong tai 14 quéc gia ké tir nam 2015. Cac nghién
clru da chi ra rang nhém nay ¢ lién quan tgi chinh phu
Iran, dic biét 1a Quan doi Céach mang Hoi gido Iran
(IRGC).

Trude day, nhom tn cong nay da sir dung macro trong
cé4c tai liéu Word dé lay nhiém, nhung hién da chuyén sang
sir dung céc file LNK. Nhdm nay mao danh la chuyén gia
hat nhan My va tiép can muc tiéu bang cach moi xem ban
nhap chinh sach d6i ngoai.

Tan cong hé diéu hanh Windows

Trong cudc tan cong vao hé didu hanh Windows, sau
khi xam nhap thanh cong, Charming Kitten gtri cho ddi
tugng muc tiéu mot lién két doc hai chira mot macro
Google Script, dong thoi chuyén hudng dén mot dia chi
Dropbox. Tai d6, mot tép RAR duoc bao vé bang mat khau
chira mot dropper ma doc sir dung ma PowerShell va tép
LNK dé trién khai ma doc tir mot bén cung cap dich vy luu
trir ddm may.

Payload cudi cting 1a GorjolEcho, mot backdoor co ban
cho phép dbi tuong tin cong nhan va thuc thi lénh tir xa.
Dé tranh bi nghi ngo, GorjolEcho mé mét tép PDF ¢6 noi
dung lién quan dén cudc tro chuyén trude do giira nan nhan
va ddi twong tan cong.

Nguon:

T4n cong h¢ diéu hanh macOS

Trong trwong hop nan nhéan s dung macOS, nhém
tan cong s& nhan ra sau khi lay nhidm bing payload
Windows khéng thanh cdng. Nhém nay s& giri mot duong
dan méi t6i "library-store[.]Jcamdvr[.Jorg" dé luu trir mot
file ZIP gia dang ung dung RUSI VPN. Khi file script
Apple trong ZIP duogc thyc thi, Iénh curl s& duoc kich hoat
dé tai xudng payload NokNok va trién khai mot backdoor
trén thiét bi caa nan nhan.

NokNok tao ra mét hé dinh danh hé théng va sir dung
4 module bash script dé duy tri két néi, thiét lap lién lac véi
may cha C&C, ddng thoi bit dau thu thap dit liéu tir thiét
bi bi nhim va giri vé may chu nay.

Mi doc NokNok thu thap cac thdng tin hé thong nhu:
phién ban hé didu hanh, cac trinh dang chay va &ng dung
da cai dat. Sau d6, NokNok ma héa toan bo dir liéu thu thap
duoc dudi dang base64 rdi giri vé cho déi tugng tin cong.

Cac chuyén gia bao mat cho rang NokNok c6 thé
chira nhiéu chirc ning gian diép khac trén cac module chua
dugc phét hién. Sy nghi ngd ndy xuit phét tir diém twong
ddng trong ma ngudn cua NokNok va GhostEcho, mot méa
ddc da duge phan tich trude do, co kha nang chup anh, thuc
thi 1énh va x6a dau vét lay nhidm ma doc.

T6m lai, chién dich tan cong nay cho thay nhém APT
Charming Kitten cé kha nang thich (tng cao va c6 kha nang
tan cong vao hé diéu hanh macOS khi can thiét. Diéu nay
nhan manh méi de doa ngay cang gia ting cua cac chién
dich ma doc phuc tap déi v6i ngudi ding macOS.

https://www.bleepingcomputer.com/news/security/charming-kitten-hackers-use-new-noknok-malware-

for-macos/


https://www.bleepingcomputer.com/news/security/charming-kitten-hackers-use-new-noknok-malware-for-macos/
https://www.bleepingcomputer.com/news/security/charming-kitten-hackers-use-new-noknok-malware-for-macos/
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Tin tiec An toan thong tin

“Canh bao: 1.5 triéu nguoi dung Google Play c6 nguy co bi

A . A 2 bl A A .z en 17
tan cong béi hai phan mém gian di€p

Trén Cua hang Google Play, hai (rng dung quan
ly tép la File Recovery & Data Recovery
(com.spot.music.filedate) vai hon 1 triéu lugt cai dat
va File Manager (com.file.box.master.gkd) véi hon
500.000 luot cai dat da dugc phat hién 1a phan mém
gian diép (spyware), de doa quyén riéng tu va bao
mat cua 1.5 triéu nguoi dung.

Ca hai ung dung nay déu thudc cling mét nha
phét trién va c6 kha ning hoat dong ma khong can
Su tuong tac tir nguoi dung. Hai ung dung nay tham
gia vao cac hanh vi hra dao va bi mat danh cap di
liéu quan trong cua ngudi dung, sau d6 gui ching
dén cac may chu tai Trung Quéc.

Hai ung dung nay déu tir cing mot nha phat
hanh, c6 thé chay ma khdng can bat ky tuong tac nao
tir nguoi dung. Cac (rng dung nay tham gia vao cac
hanh vi lra dao va bi mat danh cip dit liéu quan
trong cua ngudi dung guri dén cac may cha ¢ Trung
Quéc. Cac nha nghién cttu bao mat cho biét da c6
nhiéu thdng tin ca nhan bi thu thap trai phép tir hai
{rng dung nay, bao gém:

e Danh séch lién h¢ cua nguoi dung luu trit trong
bo nho trén thiét bi, tai khoan email lién két va
mang xa hoi.

e Hinh anh, 4m thanh va video duoc quan ly hoac
khéi phuc tir bén trong tng dung.

e Vi tri nguoi dung theo thoi gian thyc.

e Ma qudc gia cho thong tin di dong (mobile
country code).

e Tén nha cung cip mang.

e M4 mang ciia nha cung cap SIM.

S6 phién ban hé diéu hanh.

Thuong hiéu va kiéu may cua thiét bi.

Phan mém gian diép nay sir dung ky thuat an trén
thiét bi gay kho khan cho viéc g cai dat. Pdi tugng tan
cong da tang s6 luot tai xudng tng dung thong qua viéc
su dung cbng cu gia lap hoac dung dich vu tang luot cai
dat nham tang mirc d6 phd bién va uy tin cho tng dung.

Ung dung hién da bi x6a khoi Google Play, tuy
nhién, ngudi ding nén than trong khi tai xuéng cac tng
dung dac biét 1a nhitng ung dung khong c6 xép hang
trong khi c¢6 luong tai xudng lon. Khi cai dat ciing nén
kiém tra danh gi cua nguoi dung trude khi cai dit ung
dung, chu ¥ dén cac quyén duoc yéu cau trong qué trinh
cai dat eng dung va chi tin teéng vao phan mém do cac
nha phat trién c6 uy tin cung cap.

Ngudn: https://thehackernews.com/2023/07/two-spyware-apps-on-google-play-with-15.html



https://thehackernews.com/2023/07/two-spyware-apps-on-google-play-with-15.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 557 15 hong, trong d6 c6 46 16 hong
muc Cao, 77 15 héng mac Trung binh, 01 15 hong
muc Thap va 433 16 héng chwa danh gia. Trong d6
c6 it nhat 79 15 hong cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong phé bién tai Vit Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi ding & Viét Nam: Nhém 04 15 hong

- Microsoft: CVE-2021-31982, CVE-2021-34506,...
- Linux: CVE-2023-3117, CVE-2023-2880, ...

trong Microsoft, Nhém 07 16 hong trong Linux, - Google: CVE-2023-20753, CVE-2023-20755,...
Nhém 20 16 hong trong Google, Nhom 51 18 hong - Wordpress: CVE-2020-36736, CVE-2020-36737,...
trong Wordpress, Nhom 30 16 hong trong Huawel, _ pyawei: CVE-2021-46890, CVE-2021-46891....

Nhém 02 16 hong trong Cisco, Nhém 03 16 hong trong
IBM. Théng tin chi tiét vé mot s6 16 héng trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- Cisco: CVE-2023-20133, CVE-2023-20180,...
- IBM: CVE-2021-39014, CVE-2023-26273, ...
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Thong tin diém yéu, 16 hong

San = 1X; A A P £ . .
TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2021-31982 | \hom 04 15 hong trong Microsoft (Edge
CVE-2021-34475 | (Chromium-based)) cho phép doi twong | Da co thdng tin
1 Microsoft CVE-2021-34506 tgn cqnq thgc hl?n le~:0 .tflang dac .unyeAn, Xac nhaq va ban
lam ro ri thong tin d}l’ liéu, thuc hién tan va
cong vuot qua co ché bao mat (Bypass).
CVE-2023-3117
CVE-2023-2880 Nhom 07 15 héng trong L|nu>r(] (kerhnel) clho Chua c6 thong
5 Linux phép ddi tuong tan cong thuc hién leo tin x4c nhan va
CVE-2023-1206 thang dac quyen, truy cap va thuc hién cac ban Va
. o A an va
hanh dong trai phép.
CVE-2023-20753 o
CVE-2023-20754 Nhom 20 16 hong trong Googlhe (A;]ndrolld) Chura c6 thong
3 Google cho phép db6i tuong tan cong thuc hién leo tin xac nhan va
CVE-2023-20755 | thang dac quyén, truy cap va thuc hién céc ban v
an va
hanh dong trai phép.
CVE-2020-36736
CVE-2020-36737 | Nhém 51 16 hong trong Wordpress cho | Chua c6 thong
4 Wordpress CVE-2020-36738 phép dbi tuong tan cong truy cap va thuc | tin xag nhaim va
hién cac hanh dong trai phép. ban va
CVE-2021-46890 | \jhom 30 15 hong trong Huawei
CVE-2021-46891 | (harmonyos,...) cho phép doi twong tan | Chua c6 thong
5 Huawei CVE-2021-46892 cﬁng thl_],fC h;uf?n tan ,Cénggleq thar}g dfic tin xés: nhagm va
quyen, co thé anh hudng dén tinh bao mat, ban va
tinh toan ven va tinh kha dung caa dich vu.
CVE-2023-20133 | Nhom 02 I§ hong trong Cisco cho phép | Chua c6 théng
6 Cisco CVE-2023-20180 d9| tgqng 'Ean cong trgy cap va thuc hién | tin xas: nhaim va
cac hanh dong trai phép. ban va
CVE-2021-39014 4 2 ho t ddi
Nhom 93 I9 hong trong IBM PheR d(')l Chua c6 thong
- IBM CVE-2023-30990 | tuong tan cong '[hl.I_C thi JavaScript tay Yo | tin x4c nhan va
truy cap va thuc hién cac hanh dong tréi .
CVE-2023-35890 | phép. ban va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

= = Biéu do thong ké thiét bi theo cong dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDOS. Trong tuan c6 ssomn
48.557, (giam so Véi tuan truéc 52.307) s #
thiét bi c6 kha nang bi huy dong va tro 2000
thanh nguon tan cdng DRDoS. Céc thiét o
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bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dusi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 246 trudng hop tan cong
) ) vao trang/cong thong tin dién tir cua
Thong ké tan cong vao Viét Nam: 233 trueong hop tin cong hra

trang/cong thong tin dién tir dao (Phishing), 13 trudng hop tin cong
cia Viét Nam cai cdm ma doc.

Cai mi doc i

Lira dio (Phishing) 233

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién ddc hai c6 nhiéu két noi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam

Nam ¢4 nhicu nguc‘yi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 10795 IP xjpakmdcfuge.ru: 53 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 3344 IP | xjpakmdcfuge.in: 30 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 1537 IP restlesz.su: 272 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 240 IP amnsreiuojy.ru: 276 IP
can phai hét stc canh giac voi nhiing xjpakmdcfuge.com: 80 IP hzmksreiuojy.ru: 36 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong hira dao nguoi ding Viét Nam

Trong tudn da c6 334 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 vn8788.com Website gia mao san TMPT Tiki
Website gia mao Ngén hang TNHH
MTYV Shinhan Viét Nam
3 smartphonethongminh.online Website gia mao, ltra dao

2 thienshinhan.com
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cta cac nhém APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhiing cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




