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1. Tin tiec An toan théng tin

- Chién dich tan cong APT: Tir MuddyC3 dén PhonyC2: M6t vii khi méi
trén khéng gian mang dugc phét trién boi nhém MuddyWater cua Iran.

- Canh b&o: Ngudi ding macOS nén can trong vai bién thé méi ciia ma doc
RustBucket

2. Piém yéu, 16 hong
- 675 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira dao ngudi dung Viét Nam: 280 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh bao tuin tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

*chién dich tAn cong APT: Tir MuddyC3 dén PhonyC2:
M@t vii khi méi trén khong gian mang dwoc phat trién béi

nhom MuddyWater cuaa Iran”’

MuddyWater, nhom tin cong mang duoc hau
thuan béi chinh pha Iran dugc cho 1a dang sir dung
mot framework C2 chua tirng dugc phat hién trudc
day co tén 1a PhonyC2, cong cu da dugc nhdm nay sir
dung tir ndm 2021.

Bing ching cho thiy framework nay dugc tao
riéng va dang trong giai doan phat trién tich cyc. Vao
thang 02/2023, nhom MuddyWater da st dung
Framework PhonyC2 trong chién dich tan cong nham
vao Technion, mét vién nghién cuau tai Israel.

Ngoai ra, mot sb bang ching bo sung ciing chi ra
rang chuong trinh chay trén Python 3 c6 lién quan dén
céc cudc tan cong khac cua nhom MuddyWater, bao
gom ca viéc lién tuc khai thac cac may chu PaperCut.

Cac nha nghién ciru bao mat cho rang Framework
PhonyC2 c6 ciu tric va chuc ning tuong tu Voi
MuddyC3, trong khi framework C2 cii ctia nhom
MuddyWater sir dung Python2. Hién nay, Framework
PhonyC2 dang duoc cap nhat va thay doi TTP dé
tranh bi phat hién.

Nhoém MuddyWater thuc hién chudi tin céng
trong ty nhu cac bo cdng cu cua Iran-nexus, bang
cach str dung cac may chua cong khai dé bi tan cong
va ky thuat tin cdng xam nhap théng qua social
engineering dé tiép can muc tiéu.

Nguon: https://thehackernews.com/2023/06/from-
muddyc3-to-phonyc2-irans.html?&web _view=true

Framework PhonyC2 dugc phat hién vao thang
4 ndm 2023 trén cic may chii ha tang dwoc sir dung
boi MuddyWater trong cuéc tan céng nhim vao
Technion. May chi nay sau d6 dugc xac dinh 1a dang
luu trit mot cdng cu c6 tén Ligolo va dang dugc nhom
tan cong s dung.

Su lién két v6i Technion van con ton tai trong
cac vét tich trén hé théng voi hai tap tin
"C:\programdata\db.sqlite" va
"C:\programdata\db.ps1", ca hai déu dugc Microsoft
mo ta 1a backdoor PowerShell ma MuddyWater dang
st dung va duoc tao bai framework PhonyC2 nham
muc dich thuc thi trén thiét bi nhidm ma doc.

PhonyC2 dugc mo ta la mot framework duoc st
dung dé tao cac loai payload cé kha ning két ndi voi
may cha C&C va chd 1énh dé thuc hién cac bude cudi
cuing trong chudi tan cdng xam nhap (intrusion Kill
chain).


https://thehackernews.com/2023/06/from-muddyc3-to-phonyc2-irans.html?&web_view=true
https://thehackernews.com/2023/06/from-muddyc3-to-phonyc2-irans.html?&web_view=true
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“Chién dich tan cong APT: Nhom tan cong APT15 ciia

Trung Quaoc tré lai

Mot s6 cau Iénh dang chii ¥ trong framework gom:

e Payload: Tao ra payload

"C:\programdata\db.sqlite" va
"C:\programdata\db.ps1” clng nhu 1la Iénh
PowerShell dé thuc thi db.psl cé nhiém vu thyuc thi
db.sqglite

e Droper: Tao mot bién thé coa cau lénh
PowerShell dé tao “C:\programdata\db.sqlite” bang
cach két ndi t6i may chi C&C va ghi ndi dung duge
ma hoa gtri vé tir may chii vao file

o Execute: Tao mot bién thé cia ciu 1énh
PowerShell dé tao "C:\programdata\db.ps1” — mot
doan script chira logic dé giai ma db.sqlite — va 12 giai
doan cudi cling

e List: Liét ké toan bo thiét bi dang két ndi toi may
chu C&C

« Setcommandforall: Thuc thi cau 1énh gidng nhau
trén tat ca thiét bi dang két ndi t6i may chu cing mot
luc.

e Use: Tao mot PowerShell shell trén thiét bi tir xa
dé thuc thi nhiéu 1énh hon

o Persist: Tao mot doan ma PowerShell cho phép
d6i twong tn cong co kha ning duy tri két ndi trén
thiét bi nhiém ma doc, qua dé tu dong két ndi thiét bi
t6i may chii moi khi khoi dong lai.

r.= =7 A - ,,
véi méa doc Graphican

MuddyWater khdng phai la nhém tan céng duy
nhat cua Iran thuc hién cac chién dich nhiam vao
Israel. Trong nhitng thang gan day, da c6 nhiéu nhom
tan cong khac nhau nhu Charming Kitten (APT35),
Imperial Kitten (Tort0|seshell) va Agrius (Pink
Sandstorm) nhiam vao nhiéu ddi twong muc tiéu tai
Israel.

Cac chuyén gia bao mat cho rang framework C2
nhu PhonyC2 dong vai tro quan trong trong viéc cho
phép nhém tan cong an danh va thu thap di liéu tir
c4c nan nhan, dong thoi chi ra PhonyC2 khdng phai
la framework C2 ty ché dau tién ciing nhu 1a cudi
cung dugc MuddyWater sir dung trong cac chién dich
tan cong nghiém trong.

Ngudn: https://thehackernews.com/2023/06/from-muddyc3-to-phonyc2-

irans.html?&web view=true



https://thehackernews.com/2023/06/from-muddyc3-to-phonyc2-irans.html?&web_view=true
https://thehackernews.com/2023/06/from-muddyc3-to-phonyc2-irans.html?&web_view=true
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Canh bao: Ngwoi ding macOS nén cin trong véi bién thé

r.= R ~ A ,,
m&i cia ma doc RustBucket

Moi day, cac nha nghién ctu da phat hién mot
bién thé mai cua RustBucket, mot loai ma doc nham
vao hé¢ diéu hanh macOS, duoc phat trién boi
BlueNoroff - mot ddi twong tan cong thuéc nhom
Lazarus cua Triéu Tién. Phién ban mai nay da duoc
cai tién dé cai dat mot cach bén virng va tranh bi phat
hién boi phan mém bao mat.

Vao thang 04/2023, phat hién ma doc REF9135
st dung mot backdoor dua trén AppleScript ¢6 kha
nang truy xuat payload bac hai tir may chu tir xa.

Mai doc phu nay dugc viét bang Swift va dugc
thiét ké dé tai xudng ma doc chinh tir may chi C&C,
d6 1a mot tép nhi phan dua trén Rust véi cac tinh
nang thu thap thong tin trai phép va thyc thi cac tép
Mach-O bé sung nhi phan hoc tap lénh shell trén hé
thdng da bi xam nhap.

Pay 1a phién ban dau tién cia mi doc
BlueNoroff nhim vao nguoi ding macOS.

Chudi lay nhiém bao gdm moét trinh cai dat
macOS tao ra backdoor trinh doc PDF. Phan Ién cac
cudc tin cdng sé kich hoat khi tép PDF dugc ma hoa
dé khai chay trinh doc PDF gia mao. Cac hoat dong
xam nhap ban dau bao gém viéc gui email lira dao
va str dung tai khoan gia mao trén cac mang xa hoi
nhu LinkedIn.

Cac cudc tan cdng nham muc tiéu cha yéu vao cac
t6 chirc lién quan dén tai chinh ¢ Chau A, Chau u va
Hoa Ky dé thu loi bat hop phap.

Co ché hoat dong cua phién ban méi nay hoat
dong thdng qua viéc:

e Thém mot tép plist tai duong dan
/Users/<user>/Library/LaunchAgents/com.apple.syste
mupdate.plist;

e Sao chép tép nhi phan cia ma déc vao theo
duong dan /Users/<user>/Library/Metadata/System
Update.

e Dong thoi, RustBucket con st dung mién
Domain DNS (docsend.linkpc[.]net) dé guri tap lénh va
chiém quyén kiém soét.

Nguoi ding can kiém tra ky cac email hay tai
khoan trudc khi nhap chudt vao bat ky lién két dinh
kém nao. Pdng thoi, ngudi ding can luu ¥ cap nhat cac
ban v méi va sém nhét dé tranh nguy co bi khai thac
bai loai ma doc nay.

Ngudn: https://thehackernews.com/2023/07/beware-new-rustbucket-malware-variant.html



https://thehackernews.com/2023/07/beware-new-rustbucket-malware-variant.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 675 15 hong, trong d6 c6 96 16 hong
muc Cao, 192 16 héng muc Trung binh, 09 15 hong
muc Thap va 378 16 héng chwa danh gia. Trong d6
c6 it nhat 81 15 hong cho phép cheén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong phé bién tai Vit Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi dung & Viét Nam: Nhém 11 15 hong

- Microsoft: CVE-2022-29144, CVE-2022-29146,...
- Linux: CVE-2023-1206, CVE-2023-1295, ...

trong Microsoft, Nhém 12 15 héng trong Linux, - Trend Micro: CVE-2023-32524, CVE-2023-32527,...
Nhom 32 16 hong trong Trend Micro, Nhém 97 15 - Wordpress: CVE-2020-36742, CVE-2020-36743, ...

Nhém 70 16 hong trong Apple, Nném 09 15 hong
trong IBM. Théng tin chi tiét vé mot sb 16 hong trén
cac san pham/dich vu phé bién tai Viét Nam cu thé
nhu sau:

- Apple: CVE-2023-28191, CVE-2023-28202,...
- IBM: CVE-2022-34352, CVE-2023-26273, ...
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Thong tin diém yéu, 16 hong

San

CVE-2023-3357

dir liéu, truy cap va thuc hién cac hanh

TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2022-29144 | \jhom 11 15 hong trong Microsoft
CVE-2022-29146 | (Edge,...) cho phép doi tuong tan cong | Chua c6 thong
1 Microsoft CVE-2021-31937 th‘{? hI‘¢1’1 leo th‘ang qacqquxen, te-m cclng_ 'Eu tin xac; nhe:m va
choi dich vy, lam ro ri théng tin dir liéu ban va
nhay cam.
CVE-2023-1206 .
CVE-2023-1295 N}?,Om 1216 hong trong '-I'\””X\(k?rﬁ?') CNO | b3 ¢6 thong tin
5 Linux phép doi tugng tan cong lam ro ri thong tin

Xac nhan va ban

dong trai phep.

dong trai phép. va
CVE-2023-32524
CVE-2023-32527 | Nhom 32 16 héng trong Trend Micro cho | Chua c6 thong
3 Trend Micro CVE-2023-32528 phAép d@i tgqng }én ch_lg truy cap va thyc | tin xég nhe_jm va
hién cac hanh dong trai phép. ban va
CVE-2020-36742 | \pom 97 15 hong trong Wordpress cho
CVE-2020-36743 | phép doi tugng tan cong thuc hién tan | Chua c6 thong
4 Wordpress CVE-2020-36744 | €0N9 )gSS, SQL |nj,ectlon,\t|e,t 16 thorlg tlp tin xag nhaim va
nhay cam, tai 1én cac tép tuy y, truy cap va ban va
thuc hién cac hanh dong trai phép.
CVE-2023-28073 .
CVE-2023-28065 | \nom 3216 hang trong Dell ﬁB'Oﬁ’;') CNO | Chura c6 thong
5 Dell phép doi tuong tan cong thuc ién tan tin x4c nhan va
CVE-2023-25936 | cong leo thang dac quyen, truy cap va thuc ban Vi
A N A an va
hién cac hanh dong trai phép.
CVE-2023-28191 Nhém 70 15 hong trong Apple cho phép
CVE-2023-28202 | doi tugng tan cong lam ro ri thdng tin dit | Chua c6 thdng
6 Apple CVE-2023-32352 Iiéuknhay cémﬂ, thqc hién l.ef) th'fmg fiéc tin xés: nhagm va
quyen, truy cap va thuc hién cac hanh ban va
dong trai phep.
CVE-2022-34352 o )
CVE-2023-26273 Nhom 99 IoA hong troqg IBM phép d?l Chua c6 thong
7 IBM tuong tan cong thL:rC hign 1.e N th?mg fiac tin xac nhan va
CVE-2023-26276 | quyen, truy cap va thuc hién cac hanh ban VA
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

= J< Biéu dé théng ké thiét bi theo cong dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDOS. Trong tuan c6 o

52.307, (giam so Véi tuan truéc 53.243) o o
thiét bi c6 kha ning bi huy dong va tro 2o

thanh nguon tan cdng DRDoS. Céc thiét e 1

0

bi nay dang mo str dung cac dich vu NTP FFFESFEE

N

S &

$

N S
A S

(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 249 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Thong ke tan céng vao Viét Nam: 238 truong hop tin cong hra
trang/cong thong tin di¢n tir d4o (Phishing), 11 truong hop tan cong
ciia Viét Nam Sf L ~ A
: cai cam ma doc.
Cai ma doc h
Lira dio (Phishing) 238

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

hoi, ngan hang, thu dién ti,v.v...Viét tir Viet Nam

Nam c6 nhicu nguc‘yi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 13022 IP xjpakmdcfuge.ru:141 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 5246 IP | xjpakmdcfuge.in:92 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2487 IP restlesz.su: 336 IP
Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqge.biz: 355 IP amnsreiuojy.ru: 549 IP
can phai hét stc canh giac voi nhiing xjpakmdcfuge.com: 193 IP | hzmksreiuojy.ru: 62 IP

trang web gia mao dé danh cip tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tudn da c6 280 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website cta ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 vaball.com Website gia mao san TMPT Tiki
2 shopepvip.com Website gia mao san TMDT Shopee

vvshopp.com

3 mxI1167280.com Website gia mao san TMDT Lazada
4 | muahebengiadiiinh2023.weebly.com Website gia mao Facebook
5 27b ol Website gia maoG[?;ch vu cong Quoc
6 smartphonethongminh.online Website gia mao, ltra dao
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong mai phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé théng mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can cht ¥ quan tdm khong truy cap vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




