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1. Tin tiec An toan théng tin

- Chién dich tin cong APT: Nhom tan cong APT15 cua Trung Quéc tr lai
véi ma doc Graphican.

- Canh béo: Chién dich tan cong tién dién tar méi nhiam vao hé théng Linux
va Internet of Things (loT).

2. Piém yéu, 16 hong
- 562 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira ddo ngudi dung Viét Nam: 289 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh bao tuin tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Chién dich tdn cong APT: Nhom tin cong APT15 cia

Ko i [ B o f .
Trung Quoc tré lai vol ma doc Graphican

Gan day, mot nhém tan cong do chinh phii Trung
Quéc hau thuan cé tén 1a APT15 d4 sir dung backdoor
Graphican trong chién dich tan cbng dién ra tu
khoang cudi nam 2022 cho t6i ddu nim 2023.

Nhém APT15 con ¢6 cac tén goi khac nhu Nickel,
Flea, Ke3Chang va Vixen Panda da hoat dong ké tir
nam 2004 va thudng nham muc tiéu vao cac t chic
cong va tu co tiéng trén thé gioi.

Nhom nay di sir dung nhiéu loai ma doc va cac
backdoor ty ché trong thoi gian hoat dong bao gom:
RoyalCLI va Royal DNS, Okrum, Ketrum, cung Vi
cac phan mém gian diép (spyware) trén hé diéu hanh
Android nhu SilkBean va Moonshine.

Hién nay, cac chuyén gia bao mat canh bao ring
chién dich méi nhat cuia APT15 dang nham vao cac
co quan B Ngoai giao dat tai Trung My va Nam My.

Backdoor Graphican

Theo béo céo, Graphican la mot phién ban nang
cap cua mot ma doc da timg duoc sir dung bai nhdm
APT15 chir khéng phai la mét cdng cu hoan toan mai.

Diém dang chu ¥ ciia mé doc nay 12 viéc st dung
Microsoft Graph API va OneDrive dé ma hoa dia chi
cua ha tang diéu khién C&C, khién cho ma doc tro
nén linh hoat va c6 kha ning chdng cu trudc cac cuce
tan cong.

Nguon:

Hoat dong cua Graphican trén mét thiét bi nhiém ma
doc dugc md ta nhu sau:

« V6 hiéu hoa "wizard chay lan dau” (first-run
wizard) va trang chao murng cua Internet Explorer 10
bang céach str dung khoa registry.

« Xé4c minh xem tién trinh 'iexplore.exe' c6 dang
hoat dong hay khéng.

« Xay dung mot d6i twong COM global —
IwebBrowser2 dé truy cap internet.

« Xac thyc voi Microsoft Graph API dé ldy ma
théng bao truy cap hop Ié (access token) va ma lam
mai (refresh_token).

* Liét ké cac tép va thu muc con trong thu muc
"Person” trén OneDrive bang cach sir dung Graph
API.

« Giai ma tén thu myc dau tién dé sir dung n6 1am
may chu diéu khién (C&C server).

« Tao mot Bot ID duy nhét bang cach st dung
tén may chu, dia chi IP cuc bo, phién ban Windows,
dinh danh ngén ngir mic dinh va kiéu bit cua tién
trinh (32/64-bit).

« Thém bot vao may chu diéu khién bang cach st
dung chudi dinh dang cu thé duogc tao bai dir lidu da
thu thap dugc trén may cta nan nhan.

« Thuong xuyén kiém tra may chu diéu khién dé
tim céc cau Iénh mai can thyec thi.

https://www.bleepingcomputer.com/news/security/chinese-aptl5-hackers-resurface-with-new-graphican-

malware/?&web_view=true
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*Chién dich tdn cong APT: Nhom tin cong APT15 ciia

I’\ 2 - r.- ~ A - ,,
Trung Quoc tré lai véi ma doc Graphican

Khi két ndi véi may cha diéu khién C&C, ddi
tuong tan cong cd thé dwa ra cac cau 1énh dé thuc thi
trén may nhiém ma doc, bao gdm viéc khoi chay cac
chuong trinh va tai cac file méi ve.

Danh séach cac cau lénh duoc giri tir may chu diéu
khién cho Graphican gém co:

¢ C—Tao mot dong Iénh tuwong tic (command
line) dugc diéu khién tir may chu C&C.

» U-Tao méttép tin trén may tinh tir xa.

« D —Tai mot tép tin tir thiét bi nhiém ma doc
vao may chu diéu khién C&C.

« N - Tao mét tién trinh mai vai ctra s6 an.

« P — Tao mdt tién trinh PowerShell mai véi
ctra $6 an va luu lai cac két qua vao mot tép tam thoi
trong thu muc TEMP, sau d6 guri cac két qua nay vé
may chu diéu khién C&C.

Mot sb cong cu khéc dugc cac nha nghién ciru bao
mét chi ra trong chién dich méi nhat caa APT15 bao
gom:

« EWSTEW - Backdoor tu ché caa nhém
APT15 dung dé thu thap céc email tir may chu
Microsoft Exchange bi nhiém ma doc.

«  Mimikatz, Pypykatz, Safetykatz — Cac cong
cu ldy thdng tin dang nhap cia nguoi ding (credential
dumping), loi dung viéc nhé thong tin dang nhap
(Windows single - Sign On la mot tinh nang trong hé
diéu hanh Windows cho phép nguoi dung ding nhap
vao mét lan va sir dung chimng chi xac thue do dé truy
cap nhiéu tng dung va dich vu khac nhau ma khéng
can phai nhap lai théng tin dang nhap) dé trich xuét
mat khau tir bo nhé.

« Lazagne — Cdng cy ma nguon ma dung dé thu
thap mat khau tir nhidu ¢ng dung khac nhau.

«  Quarks PwDump — Trich xuat hang loat cac
théng tin xac thuc cia Windows. Pugc phét hién vao
nam 2013.

» SharpSecDump - Phién ban .net cua
secretsdump.py cua Impacket, duoc ding dé trich
xuat hang loat cac théng tin bi mat tir xa trong SAM
va LSA.

« K8Tools — Mot bo céng cu cé kha nang leo
thang dic quyen, pha mat khau, quét, khai théc 16
hong va tan céng vao cac hé thong khac nhau.

« EHole — X4c dinh cé4c so hd cua hé thong dé
bi tin cong.

«  Web shells — AntSword, Behinder, China
Chopper, Godzilla 1a cac webshell cho phép ddi
tuogng tan cong truy cip backdoor dé xam nhap vao
cac hé thong.

« CVE-2020-1472 — L) héng leo thang dic
quyén anh huéng dén giao thic Netlogon Remote
Protocol.

T6m lai, cac hoat dong gan day ciia APT15 cling
véi viéc cap nhat lai backdoor tu ché cho thdy cac
nhom tan cong mang co lién quan dén Trung Qudc
van dang 1a mot méi de doa hién hitu di voi céc to
chuc trén toan cau, thdng qua viéc nang cap cong cu,
diéu chinh qué trinh hoat dong kin do va bi an hon.

Nhém tan cong nay sir dung cac email phishing
lam vector lay nhiém; tuy nhién, nhom nay ciing dugc
biét t6i voi viéc khai thac 16 hong trén céc thiét bi
diém cudi c6 két ndi tai Internet va sir dung VPN lam
vector truy cap khoi diém.

Ngudn: https://www.bleepingcomputer.com/news/security/chinese-apt15-hackers-

resurface-with-new-graphican-malware/?&web_view=true
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Canh bao: Chien dich tan cong tién dién tie méi1 nham vao

hé théng Linux va Internet of Things (1oT)""

Mot chién dich méi da duoc trién khai nham tan
cong céc thiét bi Linux va Internet of Things (IoT)
nham muc dich khai thac trai phép tién dién tir.

Céc dbi twong tan cong st dung mot backdoor
nham trién khai cac cong cu va cai dat rootkit cling
v6i bot IRC dé danh cdp dir lieu caa thiét bi.
Backdoor dugc cai cim vao phan mém OpenSSH da
dugc va 161 trén cac thiét bi anh huong, cho phép doi
tugng tan cong danh cap thong tin dang nhap SSH
dé duy tri truy cap trén thiét bi, xm nhap vao mang
noi bo va che giau cac két ndi SSH doc hai khac.

Dé tién hanh ké hoach tan cong nay, cac may
chu Linux s& dugc cdu hinh dé yéu cau quyén truy
cap ban dau. Sau d6, d6i twong tan cong thuc hién
vo hiéu hoa lich sir trinh duyét déng thoi cai cam
phién ban OpenSSH bi trojan hda. Phién ban
OpenSSH gia mao dwoc ciu hinh dé cai dat dé khoi
chay backdoor va mot tap lénh shell cho phép ddi
tuong tan cong trién khai cac payload b sung va
backdoor khai thac khac.

Diéu nay cho phép ké tan cong lay trom thong
tin tr cac thiét bi, cai dat rootkit Reptile va
Diamorphine nham che giau hoat dong doc hai trén
cac hé thong bi xam nhap. Bé dam bao quyén truy
cap lién tuc vao thiét bi théng qua SSH, backdoor s&
thém hai public key vao tép authorized_keys cua tat
ca ngudi dung trén hé thong.

Céc ddi twong tan cong ciing cd gang gianh quyeén
st dung doc quyén céc tai nguyén trén hé thdng bi
nhiém bang cach loai bo cac chuong trinh khai thac tién
dién tir canh tranh c6 thé da duoc chay trude do.

Ngoai ra, ma doc nay con chay mét phién ban sia
d6i cua ZiggyStarTux, ddy 1a mot ung dung khéach cho
phép ddi tugng tan cong thuc hién tin cdng tir chéi dich
vu (DDoS) dua trén bot IRC, c6 kha nang thyc thi cac
lénh bash duoc dua ra tir may cha diéu khién va diéu
hanh (C&C). Ma doc nay dua trén mot botnet khac
dugc goi 1a Kaiten (hay con dugc goi la Tsunami).

Cudc tan cong tan dung tén mién phu cia mot to
chic tai chinh gidu tén ¢ Pong Nam A lam duong
truyén cho may chu C&C, nham muc dich nguy trang
luu lugng doc hai cua no.

C4c cudc tin cong nham vao cac may cha Linux
bang ma doc khai thac tién dién t&r va mot bien thé
botnet Tsunami dugc goi l1a Ziggy da trd nén pho bién.

Dé tranh tro thanh nan nhan cua cac chién dich tan
cong tuong tu, ngudi ding nén thiét 1ap han ché truy
cap dén céc thiét bi ciia minh, tit cac cong (port) va cac
dich vu khong sir dung. Pong thoi cap nhat day du cac
ban va bao mat cho cac phan mém, ng dung trén céc
thiét bi.

Ngudn: https://thehackernews.com/2023/06/new-cryptocurrency-mining-campaign.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 562 15 hong, trong d6 c6 19 16 hong
murc Cao, 20 15 hong muc Trung binh, 016 hdng mirc
Thap va 523 16 hong chua danh gia. Trong d6 c6 it
nhat 68 15 hdng cho phép chén va thuc thi ma Iénh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng

phé bién tai Vigt Nam:
- Microsoft: CVE-2023-32027, CVE-2023-32028,...

l6n dén nguoi ding & Viét Nam: Nhém 03 15 hong - Linux: CVE-2023-3212, CVE-2023-3220, ..
trong Microsoft, Nhém 12 16 héng trong Linux, - Fortinet: CVE-2023-33306, CVE-2023-33307,...
Nhém 03 16 hong trong Fortinet, Nh6m 99 16 hong  _ wordpress: CVE-2023-3325, CVE-2023-3387,...

trong Wordpress, Nhém 35 15 hong trong Dell, Nhém
70 15 hong trong Apple, Nhém 02 15 hong trong IBM.
Thong tin chi tiét vé mot sb 16 hong trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- Dell: CVE-2023-25936, CVE-2023-25937,...
- Apple: CVE-2023-28191, CVE-2023-28202,...
- IBM: CVE-2023-33842, CVE-2023-28956.
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Thong tin diém yéu, 16 hong

San = 1X; A A PO £ . .
TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-32027 o
Nhém 03 16 hdng trong Microsoft (SQL | Chua c6 thong
1 Microsoft CVE-2023-32028 | server) cho phép déi twong tn cong thuc | tin xac nhan va
CVE-2023-33141 | thi ma tir xa, tdn cong tir chdi dich vy. ban va
CVE-2023-3212 .
CVE-2023-3220 | hom 12 1o hong trong Linux (kernel) cho |-y ) ¢ nang
5 Linux phép doi twong tan cong lam ro ri théng tin tin xac nhan Va
CVE-2023-3317 dir liéu, truy cap va thuc hién c&c hanh ban Vé
dong trai phep.
CVE-2023-33306 | Nhom 03 15 héng trong Fortinet (FortiOS, L a
. e LA Chua c0 thong
3 Fortinet CVE-2023-33307 ForthAC)\ cho phép doi tugng tan cong tin xac nhan va
truy cap va thuc hién cac hanh dong trai .
CVE-2023-33299 | phép. ban va
CVE-2023-3325 | Nhom 99 15 hong trong Wordpress cho
CVE-2023-3387 phép doi tuong tan cong thuc hién tan | Chua c6 thong
4 Wordpress CVE-2023-3320 cong )(788, SQL |nj,ectlon,‘t|e't 16 thorlg tlp tin xag nhe_}n va
nhay cam, tai l1én cac tép tuy y, truy cap va ban va
thuc hién cac hanh dong trai phép.
CVE-2023-25936
CVE-2023-25937 Nhom 35 15 hong trong Dell (BIOS,..) cho Chura c6 thong
5 Dell phép ddi twong tan cong thyc hién tan tin x4c nhan va
CVE-2023-25938 | cong leo thang dac quyén, truy cap va thyuc ban Va
hién cac hanh dong trai phép.
CVE-2023-28191 | Nhom 70 |(T) hong trong Apple cho phép
doi tuong tan cong lam ro ri thong tin dit | Chua c0 théng
6 Apple CVE-2023-28202 | jjeu nhay cam, thyc hién leo thang ddc | tin xac nhan va
CVE-2023-28204 | quyen, truy cap va thuc hién cac hanh ban va
dong trai phép.
CVE-2023-33842 | Nnom 0210 ho”ﬁ rong 1BM phep 001 |- g 06 thang
7 IBM tuong tan cong thuc hién leo thang dic tin xac nhan va
CVE-2023-28956 | quyén, truy cap va thuc hién cac hanh ban Va
dong trai phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

Tan cong DRDoS

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
52.307, (giam so Véi tuan truéc 53.243)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Théng ké tin cong vao trang/cong
thong tin dién tr
cua Viét Nam

Cai ma doc h

Lira dao (Phishing) 259

Tan cong Phishing

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

Bi€u dd théng ké thiét bi theo c8ng dich vu
phd bién
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Tan cong Web

Trong tuan, c6 278 truong hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 259 trueong hop tin cong hra
dao (Phishing), 19 trudng hop tan cong
cai cdm ma doc.

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/ |8
AT&T Inc. X
Crypto/Wallet
Outlook

Bet365

Facebook, Inc.
Office365

Danh sach IP/tén mién ddc hai c6 nhiéu két noi
tir Viét Nam

differentia.ru: 16696 IP
disorderstatus.ru: 5365 IP
atomictrivia.ru: 2488 IP restlesz.su: 336 IP
xjpakmdcfuqe.biz: 489 IP amnsreiuojy.ru: 885 IP
xjpakmdcfuge.com: 215 IP | hzmksreiuojy.ru: 62 IP

cung cap, dich vy 16n nhu: Cac mang x4
hoi, ngan hang, thu dién tu,v.v...Viét
Nam c6 nhiéu nguoi ding céc dich vu,
ting dung nudc ngoai (ca mién phi va
tinh phi) nhu cac mang xa hoi, Payment,
Apple, Paypal,v.v... vi vay nguoi dung
can phai hét sic canh giac véi nhing
trang web gia mao dé danh cip tai
khoan.

xjpakmdcfuge.ru:144 1P
xjpakmdcfuge.in:103 IP
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Tan cong hira dao nguoi ding Viét Nam

Trong tun da c6 289 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
tadch.com
tadcqv.com
aets22.com
1 aets88.com Website gia mao san TMDT Tiki
009855.com
aets99.com
tiki588.com

2 vnshoplll.com Website gia mao san TMDT Shopee
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cta cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhiing cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




