NCSC..

National Cyber Security Center

Trung tdm Giam sat an toan khéng gian mang quéc gia

CANH BAO TUAN

S6 23 (05/6/2023 — 11/6/2023)




NCSCX

National Cyber Security Center

NOI DUNG TUAN

1. Tin tiec An toan théng tin

- Chién dich tan cong APT: Nhom tin cdng mang Triéu Tién gia danh céc
cong ty dau tu vén mao hiém tai Nhat Ban, Viét Nam va My.

- Canh bao: Phat hién backdoor méi cé tén SPECTRALVIPER nham muc
tidu tn cong vao cac cong ty 1on tai Viét Nam.

2. Piém yéu, 16 hong
- 729 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira dao ngudi dung Viét Nam: 344 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Nhom tan cong mang Tridu Tién gia danh cac cong ty

du tw vén mao hiém tai Nhat Ban, Viét Nam va My’

Theo mét nghién citu méi day, da phat hién mot
nhém tan cdng mang c6 lién quan dén Triéu Tién dang
tién hanh mot chién dich gia danh cac té chic tai chinh
va cong ty dau tu von mao hiém tai My, Viét Nam va
Nhat Ban.

Mot nhém chuyén gia bao mat da dua ra nghi van
rang chién dich tan cong nay c6 lién quan dén APT38.
Pay 1a mot nhém tan cong dugc cho 1a hoat dong dudi
su hd trg cua chinh pha Triéu Tién va da thuc hién nhiéu
chién dich tin c6ng nham vao cac cong ty tién ao va to
chtrc khéc.

Truée d6, nhom tn cong nay da thuc hién nhiéu
chién dich khac voi myc tiéu lién quan dén tai chinh,
xa4m nhap vao c&c san giao dich tién 4o, ngan hang
thuong mai va hé thng thuong mai dién tir.

Muc tiéu cua nhitng chién dich nay 1a cing ¢ nd luc
cuia chinh quyén Triéu Tién trong viéc thyc hién cac lénh
trirng phat. Diém noi bat caa chién dich nay 1a viéc gia
mao céac cong ty dau tu vén mao hiém. Trude 6, APT38
da tirng tan cong Hiép hoi Vién thong tai chinh lién ngan
hang toan cau - SWIFT va mét san giao dich tién 4o.

Nguon: https:/therecord.media/north-korean-

Trong thang 03/2022, da xac dinh dugc st dung 18
may cha doc hai bai nhom tan cong, cho phép dbi twong
tAn cong phat tan ma doc va gia danh thanh dich vu
cloud, san giao dich tién ao va cac cong ty dau tu tw nhan
dé danh lira ngudi ding mo cac ndi dung doc hai hoidc
cung cip thong tin c& nhan caa ho cho nhém tin cong.

Muc tiéu caa nhitng cudc tin cong vao cac cong ty
va ngan hang dau tu 1a tiét 16 thong tin bi mat cua ddi
tuong va nguoi dung, tao ra nhitng hanh dong phép ly
va gay rdi cho céc thoa thuan va dam phan kinh doanh
con dang dién ra hoic dé tiét 16 thong tin c6 hai cho
chién luge dau tu.

Trong mét chién dich tan cong mang dién ra tir
giita thang 1 dén thang 3 nim 2023, nhom chuyén gia
d3 phat hién thém 3 dia chi IP lién quan dén nhom tin
cong nay. Cac dia chi IP nay da luu trir 21 tén mién lién
quan dén cac thuat ngir thudng duoc st dung bai phan
mém vin ban nhu "doc-share" va "autoprotect", va mot
s6 tén mién khac chira noi dung cuia céc cong ty tai chinh
tai Nhat Ban, Viét Nam va My.

Dé giam thiéu nguy co bi tan cong mang, cac co
quan va to chirc can ting cuong kiém tra va quét hé
thdng, ciing nhu sin sang &p dung cac bién phap xir ly
khi phat hién dau hiéu cua mot cudc tin céng mang.

hacking-group-spoofs-venture-capital-firms-finance-japan-vietnam?&web view=true
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Tin tiec An toan thong tin

“canh bao: Phat hién backdoor méi co tén
SPECTRALVIPER nham muc tiéu tan cong vao

cac cong ty lon tai Viét Nam'"

Hién nay, cac cong ty lon tai Viét Nam dang tré
thanh muc tiéu caa mot chién dich tin cong mang nham
trién khai backdoor m¢i cé tén SPECTRALVIPER.
Pay 1a mét loai backdoor chua dugc biét dén trude day,
v6i ma ngudn bi x40 tron va dugc thiét ké dé hoat dong
trén hé diéu hanh Windows x64. SPECTRALVIPER
¢6 kha nang tai va lay nhiém cac tép thuc thi (Portable
Executable - PE), cho phép thuc thi ma doc théng qua
cac chu trinh hop 8, tai 1én va tai xung céc tép tin,
thao t(ing tép tin va thu muc, déng thoi mao danh nguoi
dung.

Céc cudc tin cong nay dugc biét dén vai tén goi
REF2754, c6 sy trong ddng vai nhém tan cong APT32
cia Viét Nam (con duoc goi la Canvas Cyclone,
Bismuth, Cobalt Kitty va OceanLotus).

Theo céc nha nghién ciru, trong mot dot tin cong
gan day, tién ich SysInternals ProcDump da duoc khai
thac dé tai tép DLL kiéu unsigned (khong duogc ky s6)
c6 chira DONUTLOADER, tép nay dwoc cau hinh dé
tai SPECTRALVIPER va cac ma doc khac nhu
P8LOADER hoic POWERSEAL.

SPECTRALVIPER duoc thiét ké dé két ndi véi
mot may chu duoc kiém soat bai ké tin cong va cho
lénh. Pong thoi, SPECTRALVIPER sir dung cac
phuong phép che gidu nhu Control Flow Flattening dé
tranh bij phat hién.

Mi doc PSLOADER duoc viét bang ngdn ngir C++,
c6 kha nang khoi chay payload tuy y tr mot tép hoac tur
bo nhé. Ma doc POWERSEAL duoc thiét ké dé chay céc
Iénh hoac tép lénh PowerShell dugc cung cip boi ké tin
cbng.

C6 thong tin cho rang hinh thirc tin cdng cua nhom
APT REF2754 ¢6 nhiéu diém twong ddng so voi nhém tan
cong APT REF4322, nhém nay duoc biét dén chu yéu tan
cdng vao cac t6 chirc tai Vit Nam dé trién khai mot cong
cu sau khai thac dugc goi 1a PHOREAL (con dugc goi la
Rizzo).

C4c c4 nhan va t chac cin cap nhat ban va hé diéu
hanh Windows va bat ché d6 tu dong cap nhat. Bdng thai,
trién khai cac giai phap giam sat an toan thdng tin mang
nhu cai dat phan mém diét virus AV, cai dat va cdu hinh
tuong lira trén thiét bi, tao ban sao luu cho céc dit liu
quan trong, thuc hién kiém tra va ra soat dé phat hién kip
thoi dau hiéu bat thuong cua cac cudc tan cdng nham ing
ctu, xir ly kip thoi.Bén canh do, chién dich ma doc nay la
dau hiéu cho sy quay tro lai cua cac d6i twong tin cong
Vv6i dong co tai chinh. Pé giam thiéu nguy co bi tan cong
mang cac co quan, té chic can thudng xuyén cap nhap
ban va, ddng thoi ting cudng 16p bao mat cho mang noi
bo va kiém tra truéc khi truy cap vao bit ky trang web
nao.

Ngudn: https://thehackernews.com/2023/06/new-spectralviper-backdoor-targeting.html



https://thehackernews.com/2023/06/new-spectralviper-backdoor-targeting.html

NCSCX

Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 729 15 héng, trong d6 c6 103 15 hong
muc Cao, 143 16 héng muc Trung binh, 01 15 hong
muc Thap va 482 16 héng chwa danh gia. Trong d6
c6 it nhat 106 15 hdng cho phép chén va thuc thi ma
Iénh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng

phé bién tai Vigt Nam:
- Microsoft: CVE-2023-29344, CVE-2023-29345,...

l6n dén nguoi ding ¢ Viet Nam: Nhém 03 15 héng - Linux: CVE-2023-0635, CVE-2023-0636, ..
trong Microsoft, Nhém 04 13 héng trong Linux, - Mozilla: CVE-2023-23605, CVE-2023-23606....
Nhém 67 16 hong trong Mozilla, Nhém 229 15 hong - Wordpress: CVE-2015-10111, CVE-2023-2781,...
trong Wordpress, Nhém 41 16 hong trong Google,  _ google: CVE-2023-30863, CVE-2022-4847, ..

Nhém 14 15 hong trong Gitlab, Nhém 12 16 héng
trong IBM. Théng tin chi tiét vé mot sb 16 hong trén
cac san pham/dich vu phé bién tai Viét Nam cu thé
nhu sau:

- Gitlab: CVE-2023-2001, CVE-2023-2015,...
- IBM: CVE-2023-23480, CVE-2023-23481,...
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Thong tin diém yéu, 16 hong

thuc hién cac hanh dong trai phép.

TT phém%r;ch | MaIBI quéc té MO ti ngsn Ghi ch
CVE-2023-33143 | Nhom 03 15 héng trong Microsoft cho A
CVE-2023-29344 | phép dbi tugng tan cong thuc thi ma tir xa D3 co thong tin
! Microsoft thuc hién leo thang dic quyén, 15 héng | *° nhe_\llr;va ban
CVE-2023-29345 | Bypass.
CVE-2023-0635 .
CVE-2023-0636 | \nom 0410 hong trong Linux (kernel) cho | ;5 4504 i
5 Linux phép doi twong tan cong lam ro ri thdng tin w&c nhan va ban
CVE-2023-3141 | dit liéu, truy cap va thuc hién cac hanh ?/a a
dong trai phép.
CVE-2023-23605 .
CVE-2023-23606 | \10M 67 10 hong trong Mozilla cho phép | 6 thang
3 Mozilla doi tugng tan céng lam 16 lot thdng tin tin xac nhan va
CVE-2023-25729 | dang nhap, thuc thi ma tay y, truy cap va ban VA

4 Wordpress

CVE-2015-10111
CVE-2023-2781
CVE-2022-45372

Nhom 229 15 héng trong Wordpress cho
phép doi tuong tan cong thuc hi¢n tan
cdng XSS, SQL injection, tiet 1o théng tin

ba c6 thong tin
xac nhan va ban

nhay cam, tai l1én cac tép tuy y, truy cap va va
thuc hién cac hanh dong trai phép.
CVE-2023-30863
o Nhom 41 16 hong trong Google e n
5 Gooale CVE-2023-30864 (Android,..)cho phép dbi twong tan cong E;lggccgggr?r:/%
g CVE-2023-30865 | truy cap va thuc hién céc hanh dong trai o s
phép.
CVE-2023-2001
CVE-2023-2013 Nhom 14 |6 hong trong Gitlab cho phép | Chua c6 thong
6 Gitlab CVE-2023-2015 691 ‘a{qng Ean cong tryy cap va thuc hién | tin xag nhe,}n va
cac hanh dong trai phép. ban va
CVE-2023-23480
CVE-2023-23481 | Nhém 12 15 hong trong IBM phép ddi | Chua c6 thong
7 IBM CVE-2023-23482 tu‘qng 'Ean cong tryy cap va thuc hién cac | tin xa(? nhgn va
hanh ddng trai phép. ban va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

Tan cong DRDoS

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phat tan tin cong DRDoS. Trong tuan c6
54.215, (tang SO Voi tuan trudc 52.453)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Théng ké tan cong vao trang/cong
thong tin dién ti
cua Viét Nam

Cai ma doc hs

Lira dao (Phishing) 384

Tan cong Phishing

Trén thé gisi ¢ nhiéu céc trang web gia
mao céc t6 chic, doanh nghiép, nha
cung cap, dich vy 16n nhu: Cac mang x4
hoi, ngan hang, thu dién tu,v.v...Viét
Nam c6 nhiéu nguoi ding céc dich vu,
ting dung nudc ngoai (ca mién phi va
tinh phi) nhu cdc mang xa hoi, Payment,
Apple, Paypal,v.v... vi vay nguoi dung
can phai hét sic canh giac véi nhing
trang web gia mao dé danh cip tai
khoan.

Bi€u d6 théng ké thiét bj theo céng dich vu
phé bién
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Tan cong Web

Trong tuan, c6 400 trudng hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 384 truong hop tin cong hra
dao (Phishing), 16 trudng hop tin cong

cai cam ma dac.

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc.

Webmail Providers
Steam

DHL Airways, Inc. '/ |8
AT&T Inc. X
Crypto/Wallet

Outlook

Bet365

Office365

Generic/Spear Phishing

Facebook, Inc.

Danh sach IP/tén mién ddc hai c6 nhiéu két noi

tir Viét Nam

differentia.ru; 8349 IP

xjpakmdcfuge.ru:113 IP

disorderstatus.ru: 3351 IP

xjpakmdcfuge.in:102 IP

atomictrivia.ru: 1601 IP

restlesz.su: 282 IP

xjpakmdcfuqge.biz: 256 IP

amnsreiuojy.ru: 531 IP

xjpakmdcfuge.com: 139 IP

hzmksreiuojy.ru: 40 IP
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Tan cong hira dao nguoi ding Viét Nam

Trong tun da c6 344 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khéng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 IXQOVILN Website gia mao Tong cuc Buong bo
gpixgovn. Viat Nam
daef33.com
adef66.com
adef22.com . N .
2 tiki11.top Website gia mao san TMDT Tiki
adef77.com
sadm?26.com
3 amg133180.com Website gi4 mao san TMDT Lazada
share.ttchanging.com
4 GEEESSS.xyz Website ltra dao
net.lsipes.com
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong mai phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé théng mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can cht ¥ quan tdm khong truy cap vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




