NCSC..

National Cyber Security Center

Trung tdm Giam sat an toan khéng gian mang quéc gia

CANH BAO TUAN

S6 19 (08/5/2023 — 14/5/2023)




NCSCX

National Cyber Security Center

NOI DUNG TUAN

1. Tin tiec An toan théng tin

- Chién dich tan cong APT: Nhom tin cong APT cua Iran tham gia cugc
tan cong nham vao Papercut.

- Canh bé&o: 9 loai ransomware tir ma ngudn Babuk nhim vao may cha
VMware ESXi.

2. Piém yéu, 16 hong
- 890 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira dao ngudi dung Viét Nam: 368 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh bao tuin tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Nhom tén cdng APT cia Iran tham gia cugc tan cong

N \ 7
nham vao Papercut

Gan day, cac nha nghién ciru bao mat da phat
hién ra mot s6 nhém APT méi c6 lién quan dén
Iran nhu: Mango Sandstorm (hay con dugc goi la
Mercury) va Mint Sandstorm (hay con dugc biét
dén voi tén goi APT35). Cac nhom nay di tham
gia cudc tin cdng nham vao viéc khai thac 16
hdng nghiém trong trong phan mém quan 1y in
PaperCut.

Theo cac nghién ciu caa Microsoft, ca nhom
Mango Sandstorm va nhém Mint Sandstorm déu
dang tich cuc khai thac 16 hong CVE-2023-
27350 dé co dwoc quyén truy cap ban dau. LS
hdng bao mat CVE-2023-27350 (diém CVSS:
9,8) ¢ muc anh huong Nghiém trong lién quan
dén ban cai dat PaperCut MF/NG phién ban 8.0
trg 1én. LS hong nay cho phép cac dbi tuong tan
cdng khong can xac thuc ¢é thé thuc thi ma tiy y
véi cac dic quyén caa hé théng.

Nguon:

PaperCut 1a mot phan mém quan 1y in Vi
hon 100 triéu nguoi dung cua 70.000 doanh
nghiép bao gdom cac cong ty 16n, to chic nha
nuéc, gido duc trén toan thé gioi. Piéu nay cho
thay néu viéc khai thac thanh céng 15 hong cé thé
gay anh huong rat nghiém trong dén hé théng cua
nhiéu co quan, t6 chuc.

Sau vai tuan dién ra cudc tin cong Microsoft
dd xac nhan co sy tham gia caa nhom tan cong
Lace Tempest, ddy 1a nhém APT hoat dong
chung véi cac nhom tan cong FIN11 va TA505
c6 lién quan dén ransomware Clop. Ngoai ra, mot
sb cudc xam nhap da dan dén cac cudc tan cong
ransomware LockBit.

Dé giam thiéu nguy co bi tin cong mang céac
co quan, t6 chtc sir dung phan mém PaperCut
nén cap nhat Ién cac phién ban 20.1.7,21.2.11 va
22.0.9 tro 1én.

https://www.bleepingcomputer.com/news/security/microsoft-iranian-hacking-groups-join-papercut-

attack-spree/?&web_view=true



https://www.bleepingcomputer.com/news/security/microsoft-iranian-hacking-groups-join-papercut-attack-spree/?&web_view=true
https://www.bleepingcomputer.com/news/security/microsoft-iranian-hacking-groups-join-papercut-attack-spree/?&web_view=true
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Canh bao: 9 loai ransomware tir ma nguon Babuk nham

vao may chia VMware ESXi”

Théang 09/2021, nhiéu di twong tan céng
da lgi dung su ro ri ransomware Babuk (con
duoc biét dén 1a Babak hoic Babyk) dé tao ra
9 loai ransomware khac nhau, c6 kha niang tan
cdng vao cac may chu VNware ESXi.

Theo cac nha nghién cau, bién thé nay
Xuat hién tir naim 2022 cho thdy xu hudng sir
dung m& ngudn Babyk ngay cang ting. Ma
ngudn bi ro ri ciia Babyk cho phép ddi tuong
tan cong vao hé théng cua Linux ngay ca khi
ching khdng c6 kha nang ty phat trién céc
chung ransomware cua riéng minh. Mot sé
dbi tugng tan céng nham vao cic may ao
VMware ESXi, di c6 it nhit 3 chung
ransomware khéc nhau la Cylance, Rorschach
(hay con duoc biét 1a BabLock) va RTM
Locker — d xuét hign ké tir dau nam 2023 dya
trén ma nguon Babuk bi ro ri.

Cac nha nghién ctru bao mat da phat hi¢n
ra ma ngudn tring khop gitra bo khoa caa
Babuk va ESXi duoc quy trach nhiém cho 2
nhom APT la Conti va Revil. Cac dong
ransomware khac da chuyén céc tinh ning tir
Babuk sang mi twong ng ctia ching bao gém
LOCK4, DATAF, Mario, Play va Babuk 2023
(hay con duoc biét dén 1a XVGV)
ransomware.

Céac cudc tan cong c6 xu hudéng két hop
ransomware Royal do cuu thanh vién nhom
Conti tao ra, d& mo rong bo cong cu tan cong
bang bién thé ELF nham vao hé théng ESXi va
Linux.

Ké tir khi xuat hién vao thang 09/2022,
ransomware Royal dd nham muc tiéu vao hon
157 t6 chirc & Hoa Ky, Canada va Buc. Céc cudc
tan cong bang ransomware Royal bat ngudn tir
cac cudc goi hra dao, lay nhiém BATLOADER
hodc thong tin dang nhap bi xam pham, sau dé
bi lam dung dé cai cam Cobalt Strike Beacon
nham thyc thi ransomware.

Pé dam bao an toan théng tin cho hé thong
clia cac co quan, td chtc, doanh nghiép nén thuc
hién kiém tra, ra soat thudng xuy@n, sin sang cac
phuong an xtr 1y dé tranh cac nguy co bi tn cong
mang.

Nguon: https://thehackernews.com/2023/05/babuk-source-code-sparks-9-new.html?&web_view=true



https://thehackernews.com/2023/05/babuk-source-code-sparks-9-new.html?&web_view=true

Nguy co tan cong
' mang tw diém yeu,
* lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 890 15 hdng, trong d6 c6 143 15 hong
muc Cao, 182 16 héng muc Trung binh, 08 15 hong
muc Thap va 557 16 hong chua danh gia. Trong d6
c6 it nhat 116 15 hong cho phép chén va thuc thi ma
Iénh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng

phé bién tai Vigt Nam:
- Microsoft: CVE-2023-24898, CVE-2023-24901,...

l6n dén nguoi ding & Viét Nam: Nhom 35 I8 hong - Apple: CVE-2023-27929, CVE-2023-27931,..
trong Microsoft, Nhém 65 156 hdng trong Apple, - Google CVE-2022-48243, CVE-2022-48244,...
Nhom 48 156 hdng trong Google, Nhém 54 16 hong - Wordpress: CVE-2022-46817, CVE-2022-46819,...
trong Wordpress, Nhom 93 13 hong trong Intel, Nném - Intel: CVE-2022-41690, CVE-2022-41693...

08 15 hong trong HP, Nhém 17 156 hong trong IBM.
Thong tin chi tiét vé mot sb 16 hong trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- HP: CVE-2023-22779, CVE-2023-22781,...
- IBM: CVE-2020-4914, CVE-2022-43877,...
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Thong tin diém yéu, 16 hong

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2023-24898
CVE-2023-24939
CVE-2023-24901

Nhém 35 16 hong trong Microsoft cho
phép ddi tuong tan cong thuc hién tan
cong vuot qua co ché bao mét (Bypass),
thuc hién leo thang dic quyén, tan cong tir
chdi dich vu, truy cap va thuc hién céc
hanh dong trai phép.

ba co6 thong tin
Xac nhan va ban
va

CVE-2023-27929
CVE-2023-27931
CVE-2023-27932

Nhom 65 16 héng trong Apple (macOS,
Iphone,...) cho phép dbi twong tan cong
thu thap théng tin di liéu, doc cac tép tuy
y, truy cap va thuc hién cac hanh dong trai
phép.

Chua c6 théng
tin xac nhan va
ban va

San
TT | ph&m/ dich vu
1 Microsoft
2 Apple
3 Google

CVE-2022-48243
CVE-2022-48244
CVE-2022-48245

Nhom 48 15 hong trong Google (Android)
cho phép dbi tuwong tan cong thu thap
thong tin di liéu, thuc hién leo thang dac
quyén, tan cdng tir chdi dich vu, truy cap
va thyuc hién cac hanh dong trai phép.

Chua c0 théng
tin xac nhan va
ban va

4 Wordpress

CVE-2022-46817
CVE-2022-46819
CVE-2022-4686

Nhom 54 15 hong trong Wordpress cho
phép dbi twong tin cdng thuc hién tan
cbng XSS, SQL injection, truy cap va thuc
hién cac hanh dong trai phép.

Chua c6 théng
tin xac nhan va
ban va

CVE-2022-41690
CVE-2022-41693
CVE-2022-41699

Nhom 93 16 hong trong Intel cho phép dbi
tugng tan coéng thuc hién leo thang dic
quyén, tan cdng tir chdi dich vu, truy cap
va thuc hién cac hanh dong trai phép.

Chua c6 théng
tin xac nhan va
ban va

CVE-2023-22779
CVE-2023-22780
CVE-2023-22781

Nhom 08 15 hong trong HP cho phép dbi
tuong tan céng thyuc thi ma tuy y, truy cap
va thyuc hién cac hanh dong trai phép.

Chua c6 théng
tin xac nhan va
ban va

5 Intel
6 HP
7 IBM

CVE-2020-4914
CVE-2022-38707
CVE-2022-43877

Nhém 17 15 hong trong IBM phép ddi
tugng tan cong thu thap thong tin ding
nhap, thuc hién tan cdng tir chdi dich vu,
truy cap va thuc hién cac hanh dong trai
phép.

ba c6 thdng tin
Xac nhan va ban
va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

Tan cong DRDoS

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
54,292 (tang SO Véi tuan trudc 51,359)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Théng ké tin cong véo trang/cong
thong tin dién tur
cua Viét Nam

Caimadéc 30

Lira dao (Phishing) | 450

Tan cong Phishing

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

Biéu dd thdng ké thiét bi theo cdng dich vu
phé bién

50000
40000
30000
20000

10000

Tan cong Web

Trong tuan, c6 480 trudng hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 450 trueong hop tin cong hra
dao (Phishing), 30 trudng hop tin cong
cai cam ma doc.

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet
Outlook

Bet365

Facebook, Inc.
Office365

Danh sach IP/tén mién ddc hai c6 nhiéu két noi
tir Viét Nam

differentia.ru: 12713 IP
disorderstatus.ru: 6412 IP
atomictrivia.ru: 3158 IP restlesz.su: 304 IP
xjpakmdcfuqe.biz: 322 IP amnsreiuojy.ru: 678 IP
xjpakmdcfuge.com: 256 IP | hzmksreiuojy.ru: 30 IP

cung cap, dich vy 16n nhu: Cac mang x4
hoi, ngan hang, thu dién tu,v.v...Viét
Nam c6 nhiéu nguoi ding céc dich vu,
ting dung nudc ngoai (ca mién phi va
tinh phi) nhu cac mang xa hoi, Payment,
Apple, Paypal,v.v... vi vay nguoi dung
can phai hét sic canh giac véi nhing
trang web gia mao dé danh cip tai
khoan.

xjpakmdcfuge.ru:231 IP
xjpakmdcfuge.in:300 IP
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan d c6 368 phan anh truong hop lira dao do nguoi dung Internet Viét Nam
phan anh vé Trung tm Giam sét an toan khong gian mang quoc gia (NCSC) qua hé théng
tai dia chi https //canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop hra dao gia mao website ctia ngan hang, cac trang thuong mai dién tir..

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi chu

1 g}%fsé éggm Website gia mao san TMDT Tiki
2 9smomo.com Website gia mao Vi dién t&r Momo
3 datgrabsaigon.com Gia mao website Grab

4 ebayshopnet.com Gia mao website Ebay

vp7811.com
somnio-evolve.com
5 888b'b'2 Website gia mao, ltra dao
hdsaison-vn.com
thuongmaidientuquocte.com
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy céc thiét bi trong toan b hé théng mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can cht ¥ quan tdm khong truy cp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




