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1. Tin tiec An toan théng tin

- Chién dich tin cong APT: Nhém tin cong APT Alloy Taurus st dung
PingPull va mot backdoor mgi nham muyc tiéu vao ngudi dung hé diéu hanh
Linux.

- Canh béo: L& héng bao mat ton tai trong cac san pham cuaa TP-Link,
Apache va Oracle.

2. Piém yéu, 16 hong
- 604 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 15 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRD0S
- Téan cong Web

- T4n cong lira ddo ngudi dung Viét Nam: 233 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai li¢u lwu triv
Chuyén muc Canh bao tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Nhom tin cong APT Alloy Taurus sir dung PingPull va
mot backdoor méi nham muc tiéu vao nguoi dung hé diéu
hanh Linux"

Nhom tan céng APT Alloy Taurus caa Trung Qudc
da tung ra mot bién thé méi cua phan mém doc hai
PingPull d& nham muc tiéu vao hé diéu hanh Linux.
Bién thé phan mém doc hai nay dang dwoc sir dung
cling voi mot backdoor khac, dugc biét dén voi tén
goi la Sword203 trong mét chién dich nhim vao
Nam Phi va Nepal.

Phan mém déc hai PingPull

Bién thé mé&i ciia phan mém doc hai PingPull 1a mot
tép .ELF, diéu nay dang bi canh béo boi 3 trong s6
62 nha cung cp cac phan mém phong chéng vi-rat.
Khi duoc thyc thi, bién thé phan mém doc hai sir
dung thu vién OpenSSL va yéu cau HTTP POST
dé twong tac v4i cac may chi C&C. Bién thé nay
cho phép dbi twong tin cong truy cap va thuc hién
cac hanh vi trai phép. Trong cac nghién cau gan
day cho thay rang trinh xu ly Iénh dugc sir dung
trong phan mém doc hai nay trang khop véi China
Chopper - mot web shell duoc st dung trong cac
cudc tan cdng chdng lai cac may chu caa Microsoft
Exchange.

Nguon: https://cyware.com/news/alloy-taurus-apt-

Sword2033 backdoor

Sword2033 ciing la mot tép .ELF duoc phat
hién lan dau tién vao thang 7 nam 2022. Tuong ty
nhu bién thé PingPull, Sword2033 dugc thiét ké dé
két ndi véi cong 8443 qua HTTPS. Bién thé nay
cho phép d6i tuong tan cong thuc thi ma doc va tai
xudng cac tép tir hé théng bi anh huong. Alloy
Taurus thuong tan dung cac san pham hop phéap,
chang han nhu SoftEther VPN dé vuot tranh bi phat
hién va duy tri su bén bi trén hé thdng bi tan cong.

Alloy Taurus van la méi de dbi véi cac to chirc
vién thong, tai chinh va chinh phu trén khip Pong
Nam A, Chau Au va Chau Phi. Viéc phét hién ra
bién thé PingPull mai va viéc st dung backdoor
Sword2033 cho thiy nhom nay dang tich cuc hoat
dong dé khai dong nhiéu chién dich tan céng mang
trong thoi gian sip téi.

Pé tranh nguy co bi tan cong mang cic co
quan, té chirc can ting cuong kiém tra, ra soét va
san sang cac phuong an xir 1y kip thoi khi c6 dau
hiéu bi cai cam, tin cdng mang.

spotted-using-pingpull-and-a-new-backdoor-to-target-linux-users-30399251



https://cyware.com/news/alloy-taurus-apt-spotted-using-pingpull-and-a-new-backdoor-to-target-linux-users-30399251
https://cyware.com/news/alloy-taurus-apt-spotted-using-pingpull-and-a-new-backdoor-to-target-linux-users-30399251
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Tin tiec An toan thong tin

Canh bao: L héng bao mat tdn tai trong cc san phim

cua TP-Link, Apache va Oracle”

Gan day, cac nha nghién ctru da phat hién
ra 03 15 hdng bao mat mai ton tai trong céc
san pham cua TP-Link, Apache va Oracle.

03 16 hong bao mat méi:

- L6 héng Command Injection trong TP-
Link Archer AX-21 véi mé khai thac CVE-
2023-1389 (Piém CVSS: 8,8). L4 hong CVE-
2023-1389 cho phép ddi tuong tin cong thuc
thi ma tir xa, gay anh hudng dén bo dinh tuyén
TP-Link Archer AX-21. L& hong nay da dugc
cac dbi tuong tan cong lién quan dén botnet
Mirai sir dung ké tir ngay 11/04/2023.

- L hdng Deserialization of Untrusted
Data trong Apache Log4j2 véi mé khai thac
CVE-2021-45046 (Piém CVSS: 9,0). L5b
hong CVE-2021-45046 cho phép ddi tugng
tan cong thyuc thi ma tir xa, anh hudng dén thu
vién ghi nhat ky Apache Log4j2 duoc phéat
hién vao thang 12/2021. Hién tai van chua rd
16 hong nay dang duoc st dung véi muc dich
nao trong thuc té, tuy nhién cac nghién cau
gan day da phat hién dau hiéu tich cyc khai
thac 74 dia chi IP théng qua 16 hong CVE-
2021-45046 trong 30 ngay qua. Bong thoi, cac
danh gia nay ciing nhic dén ca 15 hong bao
mat Log4Shell (CVE-2021-44228).

- L3 hdng bao mat chua dugce xac dinh trong
Oracle WebLogic Server véi ma khai thac CVE-
2023-21839 (diém CVSS: 7,5) . L& hdng bao
mat ¢ mic Cao trong Oracle WebLogic Server
phién ban 12.2.1.3.0, 12.2.1.4.0 va 14.1.1.0.0
cho phép cac ddi trong tan cdng khong can xéac
thuc c6 quyén truy cap mang thong qua T3 va
IIOP, @& xam nhap may cha Oracle WebLogic
nham thu thap thong tin di liéu nhay cam, truy
cap va thuc hién cac hanh dong trai phép trai
phép. L& hong nay di duoc cap nhat ban vé vao
thang 01/2023.

Nham dam bao an toan thoéng tin cho hé
thdng thong tin caa cac co quan, to chac can thuc
hién kiém tra, ra soat va xir Iy hé théng bi anh
huong. Ting cudng gidm sat va san sang cac
phuong an xt ly khi phét hién c6 du hiéu bi cai
cam, khai thac, tin cong mang.

Ngudn: https://thehackernews.com/2023/05/active-exploitation-of-tp-link-apache.html



https://thehackernews.com/2023/05/active-exploitation-of-tp-link-apache.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 604 15 hong, trong d6 c6 50 16 hong
murc Cao, 52 15 hong muc Trung binh, 016 hdng mirc
Thap va 502 15 hong chua danh gia. Trong d6 c6 it
nhat 57 15 hdng cho phép chén va thuc thi ma Iénh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng

phé bién tai Vigt Nam:
- Microsoft: CVE-2023-21712, CVE-2023-29334, ...

lon dén nguoi dung & Viét Nam: Nhém 03 15 hong - Linux: CVE-2023-1998, CVE-2023-2006, ...
trong Microsoft, Nhém 13 16 hong trong Linux, 01 16 - Google: CVE-2023-30845.

hong trong Google, Nhém 21 16 hong trong - Wordpress: CVE-2023-0276, CVE-2023-0418,...
Wordpress, Nhom 04 1 hong trong VMware, N\OM _ymuyare: CVE-2023-20869, CVE-2023-20870....

05 15 hong trong Solarwinds, Nhém 17 16 hong trong
IBM. Théng tin chi tiét vé mot s6 16 héng trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- Solarwinds: CVE-2023-23837, CVE-2023-23838,...
- IBM: CVE-2023-27556, CVE-2023-27557,...
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Thong tin diém yéu, 16 hong

San

TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-21712 1 \jhom 03 13 hong trong Microsoft
CVE-2023-29334 | (Edge,...) cho phép dbi twong tan cong | Chuwa c6 thdng
1 Microsoft CVE-2023-30846 thuc tf)l mg tr Xa, .r9 ri Fhong tin 9“ |I¢l:l. tin xac; nhe:m va
truy cap va thuc hién cac hanh dong trai ban va
phép.
CVE-2023-1998
i i Nhém 13 15 hong trong Linux (kernel, L a
5 Linux CVE-2023-2006 DPT 120) cho phép dbi tuong tan cong Er?igccﬁrfgr?r\]/%
CVE-2023-2007 thuc hién nang cao dac quyen, thuc thi ma ban Va
NP4 ~ . Xe - an va
tuy y, tan cong tir choi dich vu.
01 15 hong trong Google (ESPv2) cho | Chua c6 thong
3 Google CVE-2023-30845 | phe¢p d@di tugng tan cong truy cap va thuc | tin xac nhan va
hién cac hanh dong trai phép. ban va
CVE-2023-0276 | \jhom 21 15 hong trong Wordpress cho
CVE-2023-0388 phép doi tugng tan cong thuc hi¢n tan | Chua c6 thong
4 Wordpress CVE-2023-0418 cong (;SRE, tan cor_19 XS,S, S‘QL |nJect|or,1: tin xag nhaim va
truy cap va thuc hién cac hanh dong trai ban va
phép.
CVE-2023-20869 | Nhom 04 16 hong trong VMware
CVE-2023-20870 (;“S'Or:‘ ) cho phép doi twong tan €ong | oo inane
5 VMware thuc hién nang cao cac dac quyen dé co tin xac nhan va
CVE-2023-20871 | quyén truy cap root vao h¢ diéu hanh may ban Vi
chu, thuc thi 16 hong doc/ghi ngoai gioi
han, 16 hong tran bo dém.
CVE-2023-23838
CVE-2023-23837 | Nhém 05 16 hén,g trong Solarwinds cho | Chua c6 thong
6 Solarwinds CVE-2023-23839 phAep (‘1’01 t}rgng }an cong trluy cap va thyc | tin xas: nhaim va
hién cac hanh dong trai phép. ban va
CVE-2023-2755T | Nhém 17 15 héng trong IBM  phép ddi
CVE-2023-27556 | tuwgng tan cong thuc hién tan cong tir choi | Chua cé thong
7 IBM CVE-2023-27559 dnA:h vu, ch?n _{avaScrlpt qtuy Y, thuA thap tin xac; nhaim va
thong tin di liéu nhay cam, truy cap va ban va

thuc hién cac hanh dong trai phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

~ ~ Biéu db théng ké thiét bi theo cdng dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6 s500
51,953 (giam so V&i tuan trude 53,360) oo
thiét bi c6 kha ning bi huy dong va tré e
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP S 5
(123), DNS (53), Chargen (19). Dudi o o
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 93 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Théng ké tin cong vao trang/cong Viét Nam: 89 truong hop tin cong lira
thong tin di¢n tir dao (Phishing), 04 trudng hop tan cong
cua Viét Nam cai cim ma doc.
Cai ma doc i
Lira dao (Phishing) 89
Credit Agricole S.A.

Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé giGi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

hoi, ngan hang, thu dién ta,v.v...Viét tir Vigt Nam

Nam c6 nhicu nguc‘yi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 12532 IP xjpakmdcfuge.ru:240 IP
tng dung nudc ngoai (ca mien phi va disorderstatus.ru: 5289 IP xjpakmdcfuge.in:304 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2531 IP restlesz.su: 310 IP
Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 411 IP amnsreiuojy.ru: 853 IP
can phai hét stc canh giac voi nhiing xjpakmdcfuge.com: 299 IP | hzmksreiuojy.ru: 46 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan d c6 233 phan anh truong hop lira dao do nguoi dung Internet Viét Nam
phan anh vé Trung tm Giam sét an toan khong gian mang quoc gia (NCSC) qua hé théng
tai dia chi https //canhbao. khongglanmang vn. Qua kiém tra, phan tich c6 nhiéu truong
hop hra dao gia mao website ctia ngan hang, cac trang thuong mai dién tir..

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi chu

1 lottefinance.vay10s.com Website gia mao LOTTE

2 vn268.com Website gia mao san TMPT Tiki
3 senopaee.com Website gia mao san TMDT Shopee

vp781l.com
somnio-evolve.com
4 888b.biz Website gia mao, ltra dao
hdsaison-vn.com
thuongmaidientuguocte.com
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tire an toan thdng tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, dbi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi thn cong Itra ddo, nang cao nhan thuc ban than va tuyén truyén cho ban be, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




