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1. Tin tiec An toan théng tin

- Chién dich tAn cong APT: Nhom tin cong APT Lazarus thuc hién cac
cudc tan cong chudi cung wng nham vao phan mém 3CX.

- Canh béo: Cisco va VMware phét hanh ban va khic phuc cac 16 héng
nghiém trong.

2. Piém yéu, 16 hong
- 693 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 15 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira dao ngudi dung Viét Nam: 300 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuin tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin
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Nhom tan cong APT Lazarus thwc hién cac cugc tan cong
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chuoi cung wng nham vao phan mem 3CX

Gan day, nghién ciu mai nhat cho thiy
nhom tan cong APT Lazarus hay con dugc biét
dén 1a UNCA4736 cuia Triéu Tién dang thuc hién
cac cudc tan cdng chudi cung ¢ng nham vao
3CX. Nhom nay da xam nhép vao co so ha tang
quan trong trong linh vyuc dién, nang lugng va
cac doanh nghiép tham gia giao dich tai chinh
thdng qua viéc cai dat trojan vao tng dung
X_TRADER. Nhiing nghién citu méi nhat
ciing cho thdy viéc xam nhap vao ng dung
X_TRADER di gay anh huéng dén nhiéu t6
chitrc khac ngoai pham vi 3CX.

Cac cudc tan cobng dién ra ké tir thang
9/2022 @én 11/2022 va van con tiép dién cho
dén nay. Nhém tan cong nay da nham muc tiéu
vao tng dung X_TRADER thong qua Vviéc tai
Xudng va cai cam ma doc vao may tinh ca nhan
ctia ngudi dung tao diéu kién cho mot cudc tan
cong chudi cung tng nham vao 3CX.

Nguon: https://thehackernews.com/2023/04/lazarus-
xtrader-hack-impacts-critical.html

APT Lazarus da st dung backdoor
VEILEDSIGNAL cho phép d6i twong tan cong
truy cap vao may tinh caa nguoi dung va thu
thap thong tin dang nhap trai phép. Sau d6 dung
backdoor nay nhiam xam nhap vao hé théng caa
phan mém 3CX, Window va macOS dé cai
cim ma doc. Mic du X TRADER d3 nging
hoat dong tir thang 4/2020 nhung ngudi dung
van cd thé tai xuéng ang dung ndy trén cac
trang web cua cong ty.

Theo céc nghién ctu, viéc trién khai
backdoor VEILEDSIGNAL két hop voi ky
thuat process-injection ¢ thé dugc dwa vao
trinh duyét web Chrome, Firefox hoac Edge.
M6-dun nay chira thu vién lién két dong DDL
(dynamic-link library) két ndi véi trang web
ctua Trading Technologies dé ra lénh va diéu
khién C&C. Ngoai ra, cudc tan cong nay con
duoc lién két vai Appledeus.

Pé giam thiéu nguy co bi tin cong mang
cac c& nhan, doanh nghiép nén kiém tra trudc
khi truy cap vao bt ky duong link nao, thuong
xuy@n st dung cong cu quét virus dé sém phat
hién va loai bo cac phan mém doc hai trén thiét
bi ctaa minh.


https://thehackernews.com/2023/04/lazarus-xtrader-hack-impacts-critical.html
https://thehackernews.com/2023/04/lazarus-xtrader-hack-impacts-critical.html
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Tin tiec An toan thong tin

Canh bao: Cisco va VMware phat hanh ban va khic

phuc cac 16 héng nghiém treng”

Ciso phat hanh ban cap nhat khic
phuc céc 16 héng bao mat

Vua qua, Cisco da phat hanh ban cap
nhat d¢é khic phuc cac 156 héng bao mat cho
phép dbi twong tan cong thyc thi ma tay y
trén cac hé thong bi anh huong.

LS hong bao mat CVE-2023-20036 c6
muc anh huong Nghiém trong (diém CVSS:
9.9) trén hé théng diéu khién coéng nghiép
Cisco IND (Industrial Network Director)
anh huong dén giao dién nguoi dung web
(UD), diéu nay xay ra do viéc thiéu kiém tra
xac thuc dir liu dau vao khi tai 1én mot
Device Park. Khai thac thanh céng 16 hong
nay dbi twong tan cdng cé thé thuc thi cac
lenh  thy y  voi  quyén NT
AUTHORITY\SYSTEM trén céc thiét bi bi
anh hudng.

L5 hong bao mat CVE-2023-20039 c¢6
muc anh huéng Trung binh (diém CVSS:
5.5) lién quan dén viéc phan quyén truy cap
file (file permissions) cho phép ddi tuong
tan cdng sir dung quyén caa ngudi dung cuc
bo dd duoc xac thuc, qua d6 cac dbi tuong
nay c6 thé thu thap théng tin dix liéu trai
phép.

) héng bao mat CVE-2023-20154 cbé
mutc anh huong Nghiém trong (diém CVSS
9.1) anh hudng dén co ché xac thuc bén ngoai
cia nén tang Modeling Labs cho phép ddi
twong tan cdng khdng can xac thuc truy cap
vao giao dién web bang cac dic quyén quan tri.

VMware phat hanh ban va cho Aria
Operations for Logs

Ngay 20/04/2023, VMware di canh bao vé
mot 16 hong CVE-2023-20864 c6 mic anh
huong Nghiém trong (diém CVSS: 9.8) va 16
hong bao mat CVE-2023-20865 ¢ muc anh
huong Cao (diém CVSS: 7.2) anh hudng dén
nhiéu phién ban Aria Operations for Logs. Céc
16 hdng nay cho phép d6i twong tin cong truy
cap mang vao VMware Aria Operations for
Logs dé thyc thi [énh tiy y véi quyén root.

Pé giam thiéu nguy co bi tin cdng mang
cac co quan, to chirc nén cap nhat ban va cho
c4c thiét bi bi anh huong. Tang cudng giam sat
va sin sang cac phuong an xir ly khi phat hién
c6 dau hiéu bi cai cam, khai théac, tin cong
mang.

Ngudn: https://thehackernews.com/2023/04/cisco-and-vmware-release-security.html



https://thehackernews.com/2023/04/cisco-and-vmware-release-security.html

Nguy co tan cong
' mang tw diém yeu,
* lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 693 15 hong, trong d6 c6 87 16 hong
muc Cao, 118 16 héng muc Trung binh, 09 15 hong
muc Thap va 479 15 hong chua danh gia. Trong d6
c6 it nhat 111 15 hong cho phép chén va thuc thi ma
Iénh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng

phé bién tai Vigt Nam:
- Google: CVE-2023-21088, CVE-2023-21086, ...

I6n dén nguoi dung ¢ Viét Nam: Nhom 44 15 hdng - Linux: CVE-2023-1998, CVE-2023-28327, ...
trong Google, Nhém 06 16 hong trong Linux, Nhém - Oracle: CVE-2023-21948, CVE-2023-21912,...
96 16 hong trong Oracle, Nhom 27 18 héng trong - Wordpress: CVE-2023-0764, CVE-2023-0889,...
Wordpress, Nhém 02 15 hong trong VMware, Nhém - Vmware: CVE-2023-20864, CVE-2023-20865.

04 16 hong trong Totolink, 01 15 hdng trong Dlink.
Thong tin chi tiét vé mot sb 16 hong trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- Totolink: CVE-2023-29798, CVE-2023-29799,...
- Dlink: CVE-2022-40946.
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Thong tin diém yéu, 16 hong

San = 1X; A A P £ . .
TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-21086 | \jhom 4415 hong trong Google (Android,
CVE-2023-21087 | Chrome,...) cho phép dbi twong tan cong | Chua c6 thdng
1 Google CVE-2023-21088 thuc rjlen tag cong tuAcho[ dich V1_.1A nar]g tin xac; nhe;m va
cao dac quyen, truy cap va thuc hién cac ban va
hanh dgng tréi phép.
CVE-2023-1998
CVE-2023-2008 Nhom 06 15 héng trong Linux (kernel) cho D c6 thong tin
5 Linux phép dbi tugng tan cong thuc hién nang w&c nhan va ban
CVE-2023-28327 | cao dic quyén, nang cao dic quyén, thuc v
thi ma tu xa.
CVE-2023-21948
o Nhom 96 16 hong trong Oracle (MySQL | .« .ix ..
3 Oracle CVE-2023-21987 Server, WebLogic Server,...) cho phép dbi )2;; %%;20\75&1
CVE-2023-21912 | tugng tan cong truy cap va thuc hién cac Vi
hanh dong trai phép.
CVE-2023-0764 | Nhom 27 15 hong trong Wordpress cho
CVE-2023-0765 | phép doi tugng tan cong thuc hién tan | Chua c6 thong
4 Wordpress CVE-2023-0889 cong CSRF chiém quyen quan _tp cua tin xag nhaim va
quan tri vién, truy cap va thyc hién cac ban va
hanh dong trai phép.
Nhém 02 16 hong trong VMware (Aria ra
5 VMware CVE-2023-20864 Operations for Logs) cho phép dbi tuong Eﬁggccgggr?r\]/%
CVE-2023-20865 | tin cong thuc thi cac 1énh tly y véi quyén ban V4
root.
CVE-2023-29798 o
CVE-2023-20799 | prom. 0% 1o hong tong. TOWAK |y o4 thong
6 Totolink ()f = |rmware)\c 0 phep doi tuong tan tin xac nhan va
CVE-2023-29800 | cOng truy cap va thuc hién cac hanh dong ban Vi
trai phép.
0;l |9 hong troqg DLInk Aphep do&‘_tuqng Chua c6 thong
7 Dlink CVE-2022-40946 | tan cong thuc hién tan cong tir choi dich | .\ 2\ hs s
vy, truy cap va thuc hién cac hanh dong ban Va
AT an va
tréi phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

g .y Biéu d6 thong ké thiét bj theo cdng dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tan cong DRDoS. Trong tuan c6 e
53,360 (tang SO Véi tuan trudc 48,574) -
thiét bi c6 kha nang bi huy dong va tro zom
thanh nguon tan cdng DRDoS. Céc thiét o

bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dusi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 185 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Théqg ké tin cong vao
trang/cong thong tin dién tir

cua Viét Nam
Cai mé doc h
Lita ddo (Phishing) 164

Tan cong Phishing

Trén thé giGi ¢ nhiéu céc trang web gia
mao céc t6 chic, doanh nghiép, nha
cung cap, dich vy 16n nhu: Cac mang x4
hoi, ngan hang, thu dién tu,v.v...Viét
Nam c6 nhiéu nguoi ding céc dich vu,
ting dung nudc ngoai (ca mién phi va
tinh phi) nhu cac mang xa hoi, Payment,
Apple, Paypal,v.v... Vi vay nguoi dung
can phai hét sic canh giac véi nhing
trang web gia mao dé danh cip tai
khoan.

Viét Nam: 164 truong hop tin cong hra
dao (Phishing), 21 trudng hop tan cong

cai cam ma dac.

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc.

Webmail Providers
Steam

DHL Airways, Inc. '/ |8
AT&T Inc. X
Crypto/Wallet

Outlook

Bet365

Office365

Generic/Spear Phishing

Facebook, Inc.

Danh sach IP/tén mién ddc hai c6 nhiéu két noi

tir Viét Nam

differentia.ru; 14972 IP

xjpakmdcfuge.ru:378 IP

disorderstatus.ru: 6889 IP

xjpakmdcfuge.in:381 IP

atomictrivia.ru: 3265 IP

restlesz.su: 341 IP

xjpakmdcfuqe.biz: 477 IP

amnsreiuojy.ru: 844 IP

xjpakmdcfuge.com: 381 IP

hzmksreiuojy.ru: 57 IP
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan d c6 300 phan anh truong hop lira dao do nguoi dung Internet Viét Nam
phan anh vé Trung tm Giam sét an toan khong gian mang quoc gia (NCSC) qua hé théng
tai dia chi https //canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop hra dao gia mao website ctia ngan hang, cac trang thuong mai dién tir..

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi cha
1 faceslitevn.site Website gia mao mang xa hoi Facebook
Website gia mao Tong cong ty ¢ phan
2 pvep.ink Dich vu k¥ thuat Dau khi Viét Nam
(PTSC)
3 songdab.cc Website gia mao, ltra dao
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L§ hong bao mat, Quy don vi can luu ¥ theo dbi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service.khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai cé nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao thong ké tai muc Tan cong lira ddo ngwodi dung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhiing cudc tan cong lira déo nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




