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1. Tin tiec An toan théng tin

- Canh b&o: Google phét hanh ban cap nhat dé khic phuc 16 hong Zero-
Day trong trinh duyét Chrome.

- Chién dich tan cong APT: Nhém tan cong APT RTM Locker sir dung
ransomware nham muc tiéu vao cac doanh nghiép.

2. Piém yéu, 16 hong
- 792 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira dao ngudi dung Viét Nam: 324 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh bao tuin tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Nhom tAn cong APT RTM Locker sir dung ransomware

\‘i =A \ V4 = A ,,
nham muc tiéu vao cac doanh nghiép

Gan day, cac nha nghién cttu bao mat da phat hién
nhom tan cong APT Read The Manual (RTM) di sir
dung ransomware dé cho phép ddi tugng tan cong cai
cim RaaS (ransomware as a service) nham thuc hién
cac cudc tan cong thu lgi nhuan bat hop phép.
Ransomware-as-a-Service (RaaS) |a thuat ngir dé cap
dén viéc mot sé nhém tan cdng mang cho cac nhém
dbi twong khac nhau thué ransomware. Bai vay,
nhom RTM di thiét 1ap ra cac chi nhanh thué
ransomeware ctia minh dé tong tién ngudi dung.

Nhom APT Read The Manual bit dau hoat dong
ké tir nam 2015 va dugc phét hién lan dau vao thang
2/2017. Nhém nay sir dung phan mém doc hai c6 lién
quan dén cac ngan hang, tir d6 nhim muc tiéu tin
cbng vao cac doanh nghiép ¢ Nga théng qua viéc cai
cdm ma doc vao thu rac, email lira d40. Ngoai ra, cac
dbi twong tan cong nay con co thé thuc hién tan cong
Drive-by Download, day 1a mot ky thuat tan céng phd
bién cho phép cai dat phan mém doc hai vao may tinh
ctia nguoi ding mot cach am tham.

Nguon: https://thehackernews.com/2023/04/rtm-

Vao thang 3/2021, nhém nay da thuc hién mot
chién dich tan cong tong tién thong qua ba méi de doa
gom: RAT (Remote Access Trojan), ma doc trojan va
mot ransomware duoc goi la Quoter. Tuy nhién, cac
nghién ctru mai nhat cho thay rang trong cac cudc tan
cdng gan day cia RTM Locker khong lién quan dén
ransomware Quoter.

Muc tiéu ciia nhém RTM la hoat dong ngam va
tranh thyuc hién cac hoat dong gay su chi y. Nhém
RTM sé tu dong khoa céac chi nhanh thué ransomware
néu cac chi nhanh nay khong hoat dong trong 10
ngay. Diéu ndy nham thic day cac chi nhanh tich cuc
hoat dong, ddng thoi dé tranh cac nguy co bi phét
hién.

RTM sir dung cac k¥ thuat tin cong tuong tu cac
nhom RaaS khéc, budc ngudi ding phai tra tién dé lay
lai nhitng dit liéu bi danh cap. Diéu nay cho phép dbi
tuong tin céng thyc hién ning cao dic quyén, ngin
chan céc phan mém chéng vi-rat va sao luu, x6a cac
ban sao an truéc khi bat dau quy trinh ma héa. Ngoai
ra, ma doc ciing duoc thiét ké dé don sach Recycle
Bin nham ngin viéc khoi phuyc, thay d6i hinh nén, x6a
nhat ky va thuc thi 1énh tu x6a & budc cudi.

Pé giam thiéu nguy co bi tin cdng mang céc ca
nhan, doanh nghiép nén kiém tra truéc khi truy cap
vao bat ky duong link nao, thuong xuyén st dung
cdng cu quét virus dé sém phat hién va loai bo céac
phan mém doc hai trén thiét bi caa minh.

locker-emerging-cybercrime-group.html?&web view=true



https://thehackernews.com/2023/04/rtm-locker-emerging-cybercrime-group.html?&web_view=true
https://thehackernews.com/2023/04/rtm-locker-emerging-cybercrime-group.html?&web_view=true
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Tin tiec An toan thong tin

‘Canh bao: Google phat hanh ban cap nhat @& khic phuc

16 hong Zero-Day trong trinh duyét Chrome”’

Ngay 14/04/2023, Google da phat hanh
ban cap nhat nham khac phuc 16 hong zero-
day dang bi khai thac trong thuc té trén trinh
duyét Chrome. Pay ciing 14 16 hong dau tién
trén Chrome duoc Google xur Iy ké tir dau
nam.

LS hong CVE-2023-2033 anh hudng &
murc Cao, lién quan dén 16i Type confusion
trong trong V8 & Google Chrome phién ban
truéc 112.0.5615.121. LS hong nay cho
phép ddi tuwong tan cong khai thac dé gay
hong bd nhé heap (heap corruption) théng
qua HTML duoc tao san. Ngoai ra, viéc khai
thac thanh cong 16i Type confusion ciing
cho phép d6i tugng tan cong co thé gay 15
trinh duyét bang cach doc hoic ghi b nhé
ngoai giai han bo dém, thuc thi matuy y trén
cac thiét bi bi xam nhap.

CVE-2023-2033 ¢6 diém twong dong voi
véi CVE-2022-1096, CVE-2022-1364, CVE-
2022-3723 va CVE-2022-4262. Bay 1a bon 16
hong Type confusion trong V8 di dugc
Google khic phuc trong nam 2022. Tinh dén
nam 2022, Google da phat hién ra tong cong 9
16 hong zero-day trong Chrome.

Pé tranh nguy co bi tin céng mang va
giam thiéu cac mdi nguy hai tiém an, nguoi
ding Chrome nén nang cap phién ban
112.0.5615.121 cho Windows, macOS va
Linux Ngoai ra, nguoi dung cac trinh duyét
dya trén Chromium nhu Microsoft Edge,
Brave, Opera va Vivaldi nén ap dung cac ban
stra 1i.

Ngudn: https://thehackernews.com/2023/04/google-releases-urgent-chrome-update-to.html



https://thehackernews.com/2023/04/google-releases-urgent-chrome-update-to.html

NCSCX

Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac té chirc qubc té di cong bd va
cap nhat it nhat 792 15 hdng, trong dé c6 212 16 hong
muc Cao, 157 16 hdng mic Trung binh, 02 15 héng
muc Thap va 421 15 hong chua danh gia. Trong d6
c6 it nhat 102 15 hong cho phép chén va thuc thi ma
Iénh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng

phé bién tai Vigt Nam:
- Google: CVE-2022-47335, CVE-2022-47336, ...

lon dén nguoi ding & Viét Nam: Nhém 12 15 héng - Linux: CVE-2023-1829, CVE-2023-1872, ..

trong Google, Nhdm 06 15 héng trong Linux, Nhém - Apache: CVE-2023-27602, CVE-2023-27603,...
09 16 hong trong Apache, Nhém 15 156 hong trong - Wordpress: CVE-2013-10023, CVE-2013-10024,...
Wordpress, Nhém 05 15 hng trong IBM, Nhém 56 - IBM: CVE-2022-34333, CVE-2022-43928....

16 hong trong Adobe, Nhém 99 156 héng trong
Microsoft. Thong tin chi tiét vé mot sé 16 hong trén
cac san pham/dich vu phé bién tai Viét Nam cu thé
nhu sau:

- Adobe: CVE-2023-21582, CVE-2023-22235,...
- Microsoft: CVE-2023-21727, CVE-2023-24884,..
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Thong tin diém yéu, 16 hong

San = 1X; A A P £ . .
TT pham/ dich vu Ma loi quoc te M0 ta ngan Ghi chu
CVE-2022-47335 | \hom 12115 hong trong Google (Android,
CVE-2022-47336 | Chrome,...) cho phép dbi twong tan cong | Chua c6 thdng
1 Google i i thuc hién tan cong XSS, khai thac 16i heap | tin xac nhan va
CVE-2022-47337 thdng qua HTML, truy cap va thuc hién ban va
cac hanh dong trai phép.
CVE-2023-1829
CVE-2023-1872 Nhom 06 15 héng trong Linux (kernel) cho D c6 thong tin
9 Linux phép ddi twong tan cong thuc hién tan w4 nhan VA ban
CVE-2023-1989 cdng nang cao dac quyen, truy cap va thuc v
hién cac hanh dong trai phép.
CVE-2023-27602
o Nhom 09 16 hong trong Apache (Linkis, A
3 Apache CVE-2023-27603 Airflow Hive Provider,.) cho phép dbi t?r?l;gccgrfgr?r\]/%
P CVE-2023-29215 | tugng tan cong thuc thi ma tir xa, truy cap ban V4
va thuc hién cac hanh dong trai phép.
CVE-2013-10023 o
CVE-2013-10024 | Nnom 15 16 hong trong Wordpress cho |y, ¢ ang tin
4 Wordpress phép doi tuong tan cong th.u ¢ h,'gn \tan xac nhan va ban
CVE-2013-10025 | cong XSS, truy cap va thuc hién cac hanh Vi
dong trai phep.
CVE-2022-34333 . ’
CVE-2022-4392¢ | \nom 0516 hong trong IBM cho phép doi | g 1 4y tin
5 IBM tugng tan cong j[huc hl_cn tan cong XSS, w4C nhan va ban
CVE-2022-43914 | thu thap thdng tin di liéu trdi phép, truy VA
cap va thuc hién cac hanh dong trai phép.
CVE-2023-21582 o
CVE-2023-22235 | Mo 96 10 hong rong Adobe (DIgHal |- ¢, ¢4 hong
6 Adobe : |t|9 ns, 'n op_y,..N.)\c o phep doi tuong tin xac nhan va
CVE-2023-26388 | tan cong thuc thi matuy y, truy cap va thuc ban Vi
hién cac hanh dong trai phép.
CVE-2023-21727 o
CVE-2023-24884 | \1om 99 16 hong trong Microsoft phep |- - ¢4 thang
F Microsoft doi twong tan cong thup thi ma tr Xa, thuc tin x4c nhan va
CVE-2023-24886 | hién néng cao dac quyen, truy cap va thuc ban V4
hign cac hanh dong trai phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

= JX Bi€u dd thdng ké thiét bi theo cdng dich vy
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 s

48,574 (tang SO Véi tuan trudc 47,608) o
thiét bi c6 kha nang bi huy dong va tro e
thanh nguon tan cdng DRDoS. Céc thiét £

bi nay dang m& str dung cac dich vu NTP &F oF oF oF

N
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(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 209 trudng hop tan cong
, , 9 vao trang/cong thong tin dién tir cua
Théng ké tan cong vao trang/céng Viét Nam: 187 trudng hop tén cong lira
thong tin dién tir dao (Phishing), 22 trudng hop tan cong

cua Viét Nam cai cdm ma doc.

Cai ma déc h

Lura dao (Phishing) 187

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/ |8
AT&T Inc. X
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién ddc hai c6 nhiéu két noi
hoi, ngan hang, thu dién ta,v.v...Viét tir Viét Nam

Nam c6 nhicu nguc‘yi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 14666 IP xjpakmdcfuge.ru:352 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 5196 IP | xjpakmdcfuge.in:376 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 3608 IP restlesz.su: 357 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 466 IP amnsreiuojy.ru: 799 IP
can phai hét stc canh giac voi nhiing xjpakmdcfuge.com: 413 IP | hzmksreiuojy.ru: 74 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan dd c6 324 phan anh truong hop lira dao do nguoi dung Internet Viét Nam
phan anh vé Trung tm Giam sét an toan khong gian mang quoc gia (NCSC) qua hé théng
tai dia chi https //canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop hra dao gia mao website ctia ngan hang, cac trang thuong mai dién tir..

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi cha
1 sieuthidienmayxanh24h.com | Website gia mao siéu thi Bién may xanh
2 momopay.fun Website gia mao vi dién tir Momo
3 shop63288.com Website gia mao san TMDT Shopee
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tan cong. Bén canh d6, dbi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhén thirc ban than va tuyén truyén cho ban bé, ngudi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




