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1. Tin tiec An toan théng tin

- Canh béo: L6 hong bao mat trong WordPress Elementor Pro gay anh
hudng dén hang triéu website.

- Chién dich tan cong APT: Nhém APT Winter Vivern nham muc tiéu
vao cac td chirc Chinh phu Chau Au thdng qua 16 hong trén Zimbra.

2. Piém yéu, 16 hong
- 926 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira dao ngudi dung Viét Nam: 284 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh bao tuin tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“L35 hong bao mat trong WordPress Elementor Pro gay
anh hwéng dén hang triéu website”"

Diéu nay cho phép dbi twong tin cong didu hudng
trang web dén mot tén mién doc hai, tai 1én plugin hoic
backdoor dé tiép tuc thuc hién khai thac trang web. L&
héng hién dang bi lam dung bai mét sb dia chi IP nham
muc dich tai I1én cac tép Iiu trit PHP va ZIP tuy y.

Vao ngay 22/3, WordPress di phat hanh ban va dé
khic phuc 15 hong nay, nguoi ding nén cap nhat
Elementor Pro 1én phién ban 3.11.7 hoic 3.12.0 nham
giam thiéu cac méi de doa tiém an va dong thoi kiém tra
ky cac trang web trudc khi thyuc hién truy cap.

Ngay 18/03/2023, mot nhém ddi twong tin cong
mang chura duge xac dinh danh tinh dang khai thac 16
héng bao mat trong plugin tao va quan ly trang web
Elementor Pro danh cho WordPress.

Céc nha nghién ctru di phat hién ra 15 héng bao mat
trong WordPress cho phép dbi trong tin cong kiém soat
quyén truy cap, gay anh huong dén cac phién ban 3.11.6
tr vé trudce. Viéc khai théc thanh cdng 16 hdng nay cho
phép dbi tugng tin cong da xac thyc chiém quyén kiém
soat trang web WordPress dugc bat WooC Commerce
va thuc hién thay doi vai trd tir ngudi dung mic dinh
thanh quan tri vién nham loi dung cac dic quyén cua
quan tri vién.

Ngudn: https:/thehackernews.com/2023/04/hackers-
exploiting-wordpress-elementor.html
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Tin tiec An toan thong tin

‘Canh bao: Nhém APT Winter Vivern nhim muc tiéu vao
cac td chirc Chinh phit Chau Au théng qua 16 hong trén
Zimbra'

Nhém APT Winter Vivern hay con goi
la TA473 (UAC-0114) dang tién hanh chién
dich tin cong mang nham muc tiéu vao cac
t6 chirc chinh phu ¢ Chau Au va Hoa ky.

Ké tir thang 2/2023, Winter Vivern d
loi dung 16 hong chua dugc cap nhat ban va
trong cac cong webmail trén Zimbra, 16
hdng nay cho phép dbi tuong tan cong co
quyén truy cap vao hop thu email cta cac to
chtc Chinh phu & Chau Au. Ngoai ra, nhom
APT nay con lién quan dén céc cudc tan
cdng nham vao t6 chizc Chinh phu cac nuéc
nhu Ukraine, Ba Lan, An D9, Litva,
Slovakia va Vatican.

L5 hong bao mat CVE-2022-27926 ¢6
diém CVSS: 6.1 (Trung binh), anh huong
dén Zimbra Collaboration, cho phép dbi
tugng tan cong thyc thi ma JavaScript hoic
HTML tiy y ma khdng can xéc thyc.

Nhom tin coéng st dung cong cu quét
(scan) nhu Acunetix dé xac dinh webmail chura
cap nhat ban va cua cac to chic muc tiéu, sau
do6 guri email hra dao c6 chara cac duong link
lien két dén nhiing trang web doc hai.

LS hong nay khai thac 15i Cross-site
scripting (XSS) trong Zimbra dé thyc thi cac
playload JavaScript doc hai trong webmail ctia
ngudi dung, nham danh cip tén dang nhap, mat
khau va ma token dé thyc hién truy cap tréi
phép. Piéu dang chii ¥ 1a mdi playload déu
duoc diéu chinh cho phd hop véi webmail
duoc nham muc tiéu, cho thay ddi twong tan
cong di dau tu thoi gian va tai nguyén dé tranh
kha nang bi phat hién.

Pé dam bao an toan thdng tin cho hé thong
thong tin cia cic co quan, to chic can thyc
hién kiém tra, ra soat va cap nhat ban va cac 16
hong bao mat kip thoi cho céc san pham cong
nghé théng tin dang st dung. Dong thoi, san
sang phuong an xtr ly khi phat hién c6 dau hiéu
bi khai thac, tin cdng mang.

Ngudn: https://thehackernews.com/2023/03/winter-vivern-apt-targets-european.html



https://thehackernews.com/2023/03/winter-vivern-apt-targets-european.html

Nguy co tan cong
' mang tw diém yeu,
* lo hong

Trong tuan, cac té chirc qubc té di cong bd va
cap nhat it nhat 926 15 hong, trong dé c6 214 15 hong
muc Cao, 210 16 hdng mic Trung binh, 03 15 hong
muc Thap va 499 15 hong chua danh gia. Trong d6
c6 it nhat 315 15 hdng cho phép chén va thuc thi ma
Iénh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng

phé bién tai Vigt Nam:
- Google: CVE-2022-42498, CVE-2022-20532, ...

|6n dén nguoi dung & Viét Nam: Nhém 158 156 héng - Linux: CVE-2023-1079, CVE-2020-36691, ...
trong Google, Nhém 20 16 hong trong Linux, Nhém - Apache: CVE-2022-38745, CVE-2022-47502,...
08 15 héng trong Apache, Nhém 23 16 héng trong - Wordpress: CVE-2020-36666, CVE-2022-47602,...
Wordpress, Nhom 20 16 hong trong Huawei, 01 16 _ {yawei: CVE-2022-48347, CVE-2022-48348,...

hong trong Samsung, Nhém 24 15 hong trong D-link.
Thong tin chi tiét vé mot sb 16 hong trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- Samsung: CVE-2022-1230.
- D-link: CVE-2022-43642, CVE-2022-43643, ...
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Thong tin diém yéu, 16 hong

San = 1X; A A P £ . .
TT pham/ dich vu Ma loi quoc te M0 ta ngan Ghi chu
CVE-2022-20532 | Njhom 158 13 hong trong Google
CVE-2022-28495 | (Android, Chrome,...) cho phép doi tegng | Da c6 thdng tin
1 Google CVE-2022-42498 tan cong thuc hién leo thang dac quyeén, | x&c nhan va ban
thuc thi 1é€nh tuy y, thuc thi ma tir xa, truy va
cap va thuc hién cac hanh dong tréi phép.
CVE-2023-1079 | \hom 2015 hong trong Linux (kernel) cho
CVE-2020-36691 | phép doi tugng tan cong thuc hién tan | Dacd thong tin
2 Linux CVE-2023-1583 cbng thuc hién tan cong tir choi dich vy, | xac nhan va ban
truy cap va thuc hién cac hanh dong trai va
phép.
CVE-2022-38745
. Nhom 08 16 hong trong Apache cho phép Cn
3 Apache CVE-2022-47502 | 45 tuong tin cdng thuc thi 1énh/ma tay v, t?r?l;gccgrfgr?r\]/%
P CVE-2023-25197 | truy cap va thuc hién céc hanh dong trai o s
phép.
CVE-2020-36666
i i Nhom 23 16 hong trong Wordpress cho L a
4 Wordoress CVE-2022-47602 phép dbi twong tin cdng thuc hién tan Er?igccﬁr:br?r\]/%
P CVE-2022-47603 | cOng XSS, truy cap va thuc hién cac hanh ban VZ
dong trai phep.
CVE-2022-48347
i i Nhom 20 16 hong trong Huawei cho phép L a
5 Huawei CVE-2022-48348 | 44 tuong tan cong thuc hién leo thang dic Er?ggccggbg r\g
CVE-2022-48349 | quyén, truy cap va thuc hién cac hanh on Vg
dong trai phep.
cho phép 45 aaong tn cong tha i feg |2 €0 107
6 Samsung CVE-2022-1230 Phep wong g Tt his tin xac nhan va
thang dac quyen va thuc thi mé tuy y, truy ban Vi
cap va thyc hién cac hanh dong trai phép.
CVE-2022-43642
CVE-2022-43643 | Nhoém 24 IF; hong trong D-link (dir-825) | Chua co thong
7 D-link CVE-2022-43644 cho phép doi tuong tan cong truy cap va | tin xac nhan va
thuc hién cac hanh dong trai phép. ban va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

= X Biéu d6 théng keé thiét bi theo cdng dich vu
Tan cong DRDoS phd bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phat tan tin cong DRDoS. Trong tuan c6
47,608 (giam so Vai tuan trudc 49,098) o
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang md sir dung cac dich vu NTP & F & F F
(123), DNS (53), Chargen (19). Dudi S
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 256 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Thong ké tan cong vao trang/ cong Viét Nam: 241 treong hop tin cong hra
thong tin din tr dao (Phishing), 15 trudng hop tan cong
cua Viét Nam cai c&m ma doc.
Cai ma doc i
Lira dao (Phishing) 241
Credit Agricole S.A.

Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién déc hai c6 nhiéu két néi
hoi, ngan hang, thu dién ta,v.v...Viét tir Viét Nam

Nam ¢4 nhicu nguc‘yi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 18755 IP xjpakmdcfuge.ru:480 IP
ng dung nuéc ngoai (ca mien phi va disorderstatus.ru: 7696 IP xjpakmdcfuge.in:491 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 3634 IP restlesz.su: 371 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 746 IP amnsreiuojy.ru: 907 IP
can phai hét stc canh giac voi nhiing xjpakmdcfuge.com: 483 IP | hzmksreiuojy.ru: 56 1P

trang web gia mao dé danh cip tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan dd c6 284 phan anh truong hop lira dao do nguoi dung Internet Vigt Nam
phan anh vé Trung tm Giam sat an toan khéng gian mang quoc gia (NCSC) qua hé théng
tai dia chi https /lcanhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop hra dao gia mao website ctia ngan hang, cac trang thuong mai dién tir..

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 vaymbbank.com Website gia maoANga}r) hang TMCP
Quan doi
2 lo.dama582.com Website gia mao Western Union
3 shopeemallvn.com Website gia mao san TMDT Shopee
4 vietcombank.vn-dll.vip Website gia mao Ngan Hang TMCP

Ngoai thuong Viét Nam
Website gia mao Ngan hang TMCP

vie-tcapital.com

Ban Viét
6 amazonxk.com Website gia mao Amazon
vinfast888.net
phattai6666.com
rik11.fun

alibabavn.shop
congtykiman.org
7 vincomonevip.net Website gia mao, ltra dao
trungtamthuongmaihanoi.com
minhchinhmega.com
mcredit.vaynhanh-
bankcredits.com
hackgamemienphi.com
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 16 hong bao mat tw dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tan cong. Bén canh d6, dbi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhén thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




