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1. Tin tiec An toan théng tin

- Canh bao: Ma doc MacStealer danh cip dit liéu va mat khau iCloud
Keychain trén hé diéu hanh macOS.

- Chién dich tan cong APT: Nhém tan cong APT Black Magic nham muc
tiéu vao Ukraine thong qua CommonMagic va PowerMagic.

2. Piém yéu, 16 hong
- 658 16 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira dao ngudi dung Viét Nam: 369 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh bao tuin tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Ma ddc MacStealer danh cip dir liéu va mat khau iCloud

Keychain trén h¢ didu hanh macOS""

M3 doc MacStealer st dung Telegram lam nén tang
dé ra lénh va kiém soat C&C nham muc tiéu vao cac
thiét bi dung hé diéu hanh macOS cua Apple dé danh
cép thdng tin di liéu trai phép. MacStealer ¢ kha ning
danh cap tai liéu, cookie va thong tin diang nhap cua
ngudi dung. Ma doc ndy anh huong dén céc thiét bi sur
dung phién ban macOS Catalina tré 1én chay trén CPU
M1 va M2,

Dau thang 3/2023, MacStealer dugc cong khai trén
Internet véi gia 100 d6 la. Ma doc nay hién van dang
trong qué trinh hoan thién dé cap nhap thém cac tinh
nang nhu thu thap dit liéu tir trinh duyét Safari va tng
dung Ghi chda.

O phién ban hién tai, MacStealer dugc thiét ké dé
trich xuat dir liéu iCloud Keychain, mat khau va thong
tin thé tin dung tur cac trinh duyét nhu Google Chrome,
Mozilla Firefow va Brave. Ngoai ra, MacStealer co tinh
nang hd tro thu thap cac tép Microsoft Office, hinh anh,
tai liéu luu trix va tap 1énh Python.

Nguon: https://thehackernews.com/2023/03/new-
macstealer-macos-malware-steals.html

MacStealer dugc phat tan dudi dang tép DMG
(weed.dmg). Khi duoc trién khai, ma doc s& diéu huéng
ngudi dung nhap mat khau dé truy cap Cai dat hé thng
nham thu thap mat khau. Nhirng cong cu danh cip thong
tin nhu MacStealer dang gia ting dang ké trong vai
thang qua.

Ngoai ra, mad doc khac dua trén C# cO tén
HookSpoofer lay cam hing tir StormKitty di kém véi
kha ning keylogging va clipper dong thoi truyén dit ligu
danh cép t6i bot Telegram. Ducktail, mot ma doc danh
cip cookie cua trinh duyét ciing sir dung bot Telegram
dé loc dit liéu, da tro lai vao thang 02/2023 cling véi cac
chién thuat cai tién dé tranh bj phat hién.

Theo cac nha nghién ciu, nhitng ¢ong cu danh cap
thong tin nay lién quan dén viéc thay doi qua trinh lay
nhidm ban dau tir mot kho luu trit chua tép thuc thi doc
hai sang mot kho luu trix chira tép LNK dé bat dau qué
trinh 1ay nhiém.

MacStealer phat tan ma doc qua cac kénh khac
nhau bao gom tép dinh kém email, tai xuong phan mém
Bogus va cac cudc tan cdng Social engineering.

Dé dé phong cac méi de doa, nguoi ding nén cap
nhat hé didu hanh va cai dat phan mém bao mat, dong
thoi kiém tra truéc khi nhap vao céc lién két la dugc
dinh kém trong email va khong tai xudng tép tir nhiing
ngudn khong déng tin cay.


https://thehackernews.com/2023/03/new-macstealer-macos-malware-steals.html
https://thehackernews.com/2023/03/new-macstealer-macos-malware-steals.html
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Tin tiec An toan thong tin

Canh bao: Nhom tén cong APT Black Magic nhim muc
tiéu vao Ukraine théng qua CommonMagic va

PowerMagic"

Nhom APT Bad Magic nhim muc tiéu
vao cac to chuc chinh phu, néng nghiép va
giao thdng van tai ¢ Donetsk, Lugansk, va
Crimea.

Chién dich tan cong tan dung cac md
hinh gia lap cti dugc tao tir thang 9/2021
cung mot framework doc  hai  la
CommonMagic.

Céc nha nghién ciru da phat hién chién
dich nay bat dau vao thang 10/2022 va van
tiép tuc cho dén nay. Nném APT Bad Magic
st dung céc tin nhan kra dao truc tuyén chua
duong dan URL doc hai dé diéu hudng
nguoi dung dén mot kho luu trit cac tép ZIP.
Kho luu trir nay chara céc tép tai lieu (PDF,
XLSX, DOCX) véi dinh dang LNK mé rong
(vi du: .pdf.Ink). Tép LNK bat dau qua trinh
lay nhiém va trién khai backdoor c6 tén la
PowerMagic, duogc viét bang PowerShell.

Backdoor nay dugc thiét ké dé két ndi véi
may chua diéu khién tir xa va thuc thi cac lénh
tly y trén thiét bi muc tiéu. Sau khi thyc thi,
két qua cua qué trinh 1ay nhiém duoc tai 1én
cac dich vu dam may nhu Dropbox va
Microsoft OveDrive, ma OAuth dugc lam mai
sir dung dé xéc thyc thong tin dang nhap.

PowerMagic hoat dong nhu mdt budc dém
cung cip nén tang cho CommonMagic chira
tap hop nhiéu mé-dun duoc thyuc thi. Cac mo-
dun nay tuong tac voi may chu C&C, ma hoa
va giai ma luu lugng théng tin C&C thu thap
duogc ciing nhu thuc thi cac plugin (anh chup
man hinh va USB). Plugin (S[.]Jexe) thuc hién
chup anh man hinh ba gidy mét lan bang cach
sir dung GDI APl va USB UJ.]Jexe thu thap dir
ligu tir cac thiét bi USB duoc két ndi.

Chién dich tan cong nay van dang hoat
dong va dugc cac nha nghién ctu tiép tuc diéu
tra. Vi vay, dé tranh truong hop bi tan cong thi
cac co quan, to chirc can ra soat hé théng cua
minh dé cd bién phap ngan chan va khac phuc
Kip thor.

Ngudn: https://cyware.com/news/black-magic-apt-targets-ukraine-with-commonmagic-and-powermagic-

20a39894


https://cyware.com/news/black-magic-apt-targets-ukraine-with-commonmagic-and-powermagic-20a39894
https://cyware.com/news/black-magic-apt-targets-ukraine-with-commonmagic-and-powermagic-20a39894

NCSCX

Nguy co’ tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac té chirc qubc té di cong bd va
cap nhat it nhat 658 15 hong, trong d6 c6 144 16 hong
muc Cao, 122 16 hong mic Trung binh, 01 15 héng
muc Thip va 391 15 hong chua danh gia. Trong d6
c6 it nhat 45 16 hong cho phép chén va thyuc thi ma
Iénh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi dung ¢ Viét Nam: Nhom 145 16 hong

phé bién tai Vigt Nam:
- Google CVE-2023-28617, CVE-2023-1529, ...
- Linux: CVE-2022-4095, CVE-2022-48423, ...

trong Google, Nhdm 13 15 hdng trong Linux, 01 15 - Microsoft: CVE-2023-26088.

héng trong Microsoft, Nhém 28 15 héong trong - Wordpress: CVE-2022-44742, CVE-2022-45843, ...
Wordpress, 01 15 hong trong Dell, Nhém 03 15 hong - Dell: CVE-2021-21548.

trong Samsung, Nhom 11 16 hong trong IBM. Thong g, g cvE-2023-26496, CVE-2023-26497,...

tin chi tiét vé mot s6 16 hong trén cac san pham/dich
vu phé bién tai Viét Nam cu thé nhu sau:

- IBM: CVE-2023-27874, CVE-2023-27871, ...
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Thong tin diém yéu, 16 hong

San

TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-28617 | Njhom 145 13 hong trong Google
CVE-2023-1529 (Android, Chrome,...) cho phép d6i tugng | Chua c6 théng
1 Google i i tan cong khai thac 16i heap théng qua | tin x&c nhan va
CVE-2023-1528 | yrML doc hai, thuc hién nang cao dac | ban va
quyen.
CVE-2022-4095
CVE-2022-48423 Nhom 13 15 héng trong Linux (kernel) cho D c6 thong tin
9 Linux phép ddi tuong tan cong thuc hién tan w4 nhan VA ban
CVE-2022-48424 | cong tir chéi dich vy, truy cap/thuc hién Vi
cac hanh dong trai phep.
01 15 héng trong phan mém phong chéng fn
~ in . Chua c0 thén
3 Microsoft CVE-2023-26088 | ma docll_\/lalwarebytes E:ho Mlcros_oft cho tin xac nhan v%
phép doi tuong tan cong thuc hién leo ban VA
thang dac quyen.
CVE-2022-44742 | \hom 28 15 hong trong Wordpress cho
CVE-2022-45843 | phép doi tugng tan cong thuc hi¢n véi | Chua co thong
4 Wordpress CVE-2022-47145 | Quyén cua ngUfol fjung cuc p_o tr}Jy tin xag nhaim va
cap/thuc h!en cac hanh dong trai phép, ban va
thuc hién tan céng XSS.
01 16 hong trong Dell (PowerMax) cho | Chua c6 théng
5 Dell CVE-2021-21548 phép ddi twong tan cdng thuc truy | tin x&c nhan va
cap/thuc hién cac hanh dong trai phép. ban va
CVE-2023-26496 I
Nhom 03 16 hong trong Samsung cho phép | Chua 6 thong
6 Samsung CVE-2023-26497 | 44 twgng tAn cong truy cap/thuc hién cac | tin xac nhan va
CVE-2023-26498 | hanh dong trai phép. ban va
CVE-2023-27874 . ’
CVE-2023-27871 Nhom 141 IoAhong trong I]ABM c}lo p?_ep df)l P c6 thong tin
7 IBM tuong tan cong xem, thém, sua doi hoac %4C Nhan VA ban

CVE-2023-25684

x6a thong tin trong co s& dir liéu, truy
cap/thuc hién cac hanh dong trai phép.

va
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Thong ké nguy co, C4C cudc tan cong mang vao
Viét Nam

= .y Bi€u dd thdng ké thiét bj theo cdng dich vu
Tan cong DRDoS phd bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 s000

49,098 (tang SO Véi tuan trudc 46,563) o

thiét bi c6 kha nang bi huy dong va tro 2000

thanh nguon tan cdng DRDoS. Céc thiét -

bi nay dang m¢ st dung cac dich vu NTP e

(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 262 truong hop tan cong
, ) . vao trang/cong thong tin dién tir cua
Thong ke tan cong vao trang/cong Viét Nam: 231 truong hop tan cong lra
thong tin dién fr déo (Phishing), 31 truong hop tin cong

cua Viet Nam cai cdm ma doc.

Cai ma doc h

Lira dao (Phishing) 231

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/ |8
AT&T Inc. X
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién déc hai c6 nhiéu két néi
hoi, ngan hang, thu dién ta,v.v...Viét tir Viét Nam

Nam c6 nhicu nguc‘yi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 20189 IP xjpakmdcfuge.ru:401 IP
tng dung nuéc ngoai (ca mien phi va disorderstatus.ru: 7407 IP xjpakmdcfuge.in:458 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 3599 IP restlesz.su: 380 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 707 IP amnsreiuojy.ru: 952 IP
can phai hét stc canh giac voi nhiing xjpakmdcfuge.com: 439 IP | hzmksreiuojy.ru: 108 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan d c6 369 phan anh truong hop lira dao do nguoi dung Internet Vigt Nam
phan anh vé Trung tm Giam sat an toan khéng gian mang quoc gia (NCSC) qua hé théng
tai dia chi https /lcanhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop hra dao gia mao website ctia ngan hang, cac trang thuong mai dién tir..

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi chu
. . Website gia mao Ngan hang TMCP
1 vie-tcapital.com Ban Viét
2 lo.dama582.com Website gia mao Western Union
3 shopeemallvn.com Website gia mao san TMDT Shopee
4 vietcombank.vn-dll.vip Website gia mao Ngan Hang TMCP

Ngoai thuong Viét Nam
Website gia mao Ngan hang TMCP

vaymbbank.com

Quan doi
6 amazonxk.com Website gia mao Amazon
fcecredit.com
phattai6666.com
rik11.fun

alibabavn.shop
congtykiman.org
vincomonevip.net
trungtamthuongmaihanoi.com
minhchinhmega.com

mcredit.vaynhanh-

bankcredits.com

hackgamemienphi.com

Website gia mao, ltra dao
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH”

1. B6i voi cac nguy co, canh bao di duoc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pdi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé théng mang néu c6 du
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can cht ¥ quan tdm khong truy cp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




