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1. Tin tiec An toan théng tin

- Canh béo: Banking Trojan Mispadu thuc hién danh cip hon 90.000 thong
tin ddng nhap nham vao cac nuéc My Latinh.

- Chién dich tan cong APT: Nhém tan cong APT Tick caa Trung Qudc
phat tan phan mém doc hai nham thuc hién cac hanh dong trai phép.

2. Piém yéu, 16 hong
- 646 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira ddo ngudi dung Viét Nam: 289 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Bao cao dinh Ky tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Banking Trojan Mispadu thuc hién danh cap hon 90.000

thong tin diing nhap nhim vao cac nwéc My Latinh”’

Banking Trojan c6 tén la Mispadu (hay con goi la
URSA) dugc sir dung trong nhiéu chién dich thu rac
nham muc tiéu vao nhitng qudc gia nhu Bolivia, Chile,
Mexico, Peru va Bd Pao Nha danh cép thong tin ding
nhap va phat tan cac phan mém ma doc khac.

Hoat dong nay bét dau tir thang 08/2022 va van tiép
tuc dién ra cho dén thang 03/2023. Céc nha nghién ctu
cho biét, ké tir thang 11/2019, Mispadu (URSA) bét dau
thuc hién hanh vi danh cap tién va thong tin dang nhap,
dong thoi hoat dong nhu mot backdoor bang cach chup
anh man hinh va ghi lai céc lan nhan phim.

Cac cudc tan cong thudng xdm nhap vao cac trang
web hop phap va tim kiém, céc phién ban WordPress c6
chi 16 hdng, sau d6 bién ching thanh may chi dé phat
tan, 1ay nhiém cac loai ma doc.

Mispadu ciing ¢6 nhitng diém twong dong véi cac
banking trojan khac nhu Grandoreiro, Javali, va
Lampion. Cac cudc tan cdng lién quan dén ma doc
Delphi sir dung email thong bao héa don qua han gia
nham diéu hudng ngudi ding ma chdng, tir d6 kich hoat
qua trinh lay nhiém ma doc.

Nguon:
https://thehackernews.com/2023/03/mispadu-
banking-trojan-targets-latin.html

Khi nguoi dung mé tép dinh kém HTML dugc guri
kém qua email spam, viéc xa&c minh tép da ma trén may
tinh s& duoc thuc hién va chuyén hudng dén may chu tir
xa dé tai xudng phan mém doc hai trong giai doan dau
cua chudi lay nhiém. Khi duoc khoi chay, tép RAR hoic
ZIP doc hai st dung céc chirng chi sb gia mao - mot 1a
mi doc Mispadu va con lai 1a cong cu Autol T - dé giai
ma va thuc thi trojan bang cach lam dung tién ich dong
1énh hop phap certutil.

Ngoai ra, Mispadu duoc trang bi dé thu thap danh
sach cac phan mém chdng vi-rat duoc cai dat trén may
chi bi xdm nhap, thu nhap thong tin diang nhap tir
Google Chrome va Microsoft Outlook, ddng thoi tao
diéu kién dé tai cac phan mém doc hai b sung, bao gém
mot dropper Visual Basic Script.

Dropper duoc thiét ké dé tai xuéng mot cong cu
truy cap tir xa cho phép thuc thi cac Iénh tir may cha do
dbi twong tan cong kiém soat va mot cong cu tai (loader)
duoc viét bang Rust, c6 kha niang thyc thi tép tryc tiép
tir bo nhé.

Bén canh d6, ma doc con sir dung cac “giao dién
v hinh” (overlay screen) doc hai @& danh cap thong tin
dang nhap lién quan dén tai khoan ngan hang dién tir va
cac théng tin nhay cam khéc.

Phuong phép certutil da cho phép Mispadu vuot
qua su phét hién cua nhiéu phan mém bao mat va thu
thap hon 90.000 thong tin xac thuc tai khoan ngan hang
tir 17.500 trang web. Dé tranh tro thanh nan nhan cua
cac cudc tin cdng mang, ngudi dung nén kiém tra can
than truéc khi mo email tir cac nguon la, khdng nhap
vao céc lién két la dugc dinh kém trong email va khong
tai xuéng tép tir nhitng ngudn khong dang tin cay, dong
thoi bat phan mém phong chdng ma doc trén thiét bj cua
minh dé kip thoi phat hién va ngin chin cac cudc tan
cong.


https://thehackernews.com/2023/03/mispadu-banking-trojan-targets-latin.html
https://thehackernews.com/2023/03/mispadu-banking-trojan-targets-latin.html
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Tin tiec An toan thong tin

‘Canh bao: Nhom tén cong APT Tick ciia Trung Quéc
phéat tan phan mém dgc hai nham thwc hién cac hanh déng

trai phép"

Vira qua, nhom tan cong APT Tick cua
Trung Qudc hay con dugc biét dén voi
nhimg cai tén nhu Bronze Butler,
REDBALDKNIGHT, Stalker Panda, va
Stalker Taurus dd nham muc tiéu vao mot
cong ty 6 Pong A dang phat trién phan mém
Data-Loss Prevention (DLP). Nhom tan
cong da xam nhap cdc may chu cua cong ty
nham phan phdi phan mém doc hai dé truy
cap, thuc hién cac hanh dong trai phép.

Theo cac nha nghién cuu, nhom tan
cong nay da khai thac 16 hong ProxyLogon
dé xam nhap vao cong ty trong linh vuc cong
nghé thong tin ciia Han Quéc keé tir dau ndm
2021. Ngoai ra, nhém ciing c6 duoc quyén
truy cap vao mang noi bo cua cong ty phat
trién phan mém & Pong A. Muc tiéu cua
nhém tan céng nham vao cac cong ty phat
trién phan mém DLP, t6 chtc chinh phua va
quan doi. Sau khi gianh dugc quyén truy cap
thong qua backdoor, dbi tuong tan cong bat
dau phat tan phan mém doc hai trén hé théng
cua cong ty.

Théang 04/2021, nhdm tan cong APT Tick
d3 gia mao phan mém Q-Dir dé trién khai
VBScript backdoor cé tén goi ReVBShell. Vao
thang 6 va thang 9/2021, phan mém DLP di
cung cap cac ban cap nhat duéi dang tép luu
trit zip chira cac tép doc hai. Sau do, vao thang
2 vathang 6/2022, Q-Dir da bi trojan hoa thanh
cong cu hd tro tr xa nhu helpU va
ANYSUPPORT.

Nhom ddi tuong tan cong da duy tri quyén
truy cap bang céach trién khai DLL doc hai dé
giai ma va dua payload vao mdt quy trinh duoc
chi dinh. Payload nay bao géom mét trinh tai
xuéng co6 tén ShadowPy va mot bién thé cua
Netbot (con duwoc goi la Invader hoac
Kickesgo) hodc mét trinh tai xudng c6 tén ma
la Ghostdown.

Ngudn: https://cyware.com/news/china-based-tick-apt-deploys-custom-malware-and-use-other-tools-

b4facalc


https://cyware.com/news/china-based-tick-apt-deploys-custom-malware-and-use-other-tools-b4faca0c
https://cyware.com/news/china-based-tick-apt-deploys-custom-malware-and-use-other-tools-b4faca0c
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Nguy co’ tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac té chirc qubc té di cong bd va
cap nhat it nhat 646 15 hong, trong d6 c6 227 16 hong
muc Cao, 163 16 hdng muc Trung binh, 04 15 hong
muc Thap va 252 15 hong chua danh gia. Trong d6
c6 it nhat 56 156 hong cho phép cheén va thyuc thi ma
Iénh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng

phé bién tai Vigt Nam:
- Google: CVE-2022-47461, CVE-2023-1214, ...

I6n dén ngudi dung & Viet Nam: Nhom 24 15 hdng - Linux: CVE-2023-28466, CVE-2023-1390.

trong Google, Nhém 02 15 héng trong Linux, Nhém - Microsoft: CVE-2023-24863, CVE-2023-24865,...
7413 hong trong Microsoft, Nhém 17 15 héng trong - Wordpress: CVE-2021-36821, CVE-2022-38063,...
Wordpress, Nhém 20 15 héng trong Dell, Nhém 06 15 - Dell: CVE-2023-24571, CVE-2022-34406...

hong trong Samsung, Nhém 13 15 héng trong IBM.
Thong tin chi tiét vé mot sb 16 hong trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- Samsung: CVE-2023-26072, CVE-2023-26073, ...
- IBM: CVE-2023-26284, CVE-2022-46773, ...
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Thong tin diém yéu, 16 hong

San
TT | pham/ dich M3 16 quéc té M6 ta ngin Ghi chu
vu
CVE-2022-47461
CVE-2022-47462 NEom 24 16 hong trong Google (Android, D c6 thong tin
1 Google C rome,.. .) cho phép dbi tuong tan cong w4C Nhan va ban
CVE-2022-47453 | thuc hi¢n néng cao dac quyen, tan cong tir Vi
choi dich.
CVE-2023-28466 Nhom 02 15 héng trong L|nu>r(] (kerhnel) cho Chua c6 thong
5 Linux phép ddi tuong tan cong thuc hién tan tin x4c nhan va
CVE-2023-1390 codng tir chdi dich vu, truy cap/thuc hién ban vV
L N o an va
cac hanh dong trai phép.
CVE-2023-24863
CVE-2023-24865 | Nhom 74 15 héng trong Microsoft cho | Chua c6 thong
3 Microsoft CVE-2023-24866 pl?ep 2101 mf_yng ta/r) cong truy cap/thuc hién | tin xag nhaim va
cac hanh dong trai phép. ban va
CVE-2021-36821 | \pom 17 15 hong trong Wordpress cho
CVE-2022-38063 | phép doi tuong tan thyc hién véi quyen | Da co thdng tin
4 Wordpress CVE-2022-40699 C‘fa nguol dyng cuc bo t,ruy Cap/thl_,l’? hI?n xac nhan, va ban
cac hanh dong trai phep, thuc hién tan va
cbng XSS.
CVE-2023-24571 .
CVE-2022-34406 | Nhom 20 16 hong trong De':] (B'f]).?) SN0 | Chura c6 thong
5 Dell pyep doi tuong tan cong thuc hien tan tin xac nhan va
CVE-2022-34407 | cong tir choi dich vu, truy cap/thuc hién ban V3
L Ta N P an va
cac hanh dong trai phép.
CVE-2023-26072
Nhém 06 16 hong trong Samsung L ra
6 Samsun CVE-2023-26073 (FortiRecorder,...) cho phép ddi tuong tan Eﬁﬁggﬁﬁgﬁ@%
g CVE-2023-26074 | cOng truy cap/thyc hién cac hanh dong tréi ban VA
phép.
CVE-2023-2628% | Nhem 13 13 hong trong IBM  (MQ
CVE-2022-46773 | Certified Container,...) cho phép doi | Daco thong tin
7 IBM CVE-2022-46774 tuang, tan C(Bng Vuot qua co Nche_Abao mat | Xac nhan’ va ban
dé danh cap thong tin dir liéu, truy va
cap/thuc hién cac hanh dong trai phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

Tan cong DRDoS

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
46,563 (giam so Véi tuan trudc 51,053)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Théng ké tin céng vao trang/cong
thong tin dién tr
cua Viét Nam

Chi i ace |

Lira dao (Phishing) 161

Tan cong Phishing

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

Biéu d6 thang ké thiét bi theo céng dich vu
phd bién
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Tan cong Web

Trong tuan, c6 235 trudng hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 161trudng hop tan cong lira
d4o (Phishing), 74 trudng hop tin cong
cai cam ma doc.

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/ |8
AT&T Inc. X
Crypto/Wallet
Outlook

Bet365

Facebook, Inc.
Office365

Danh sach IP/tén mién ddc hai c6 nhiéu két noi
tir Viét Nam

differentia.ru: 18267 IP
disorderstatus.ru: 7978 IP
atomictrivia.ru: 3990 IP restlesz.su: 364 IP
xjpakmdcfuqe.biz: 639 IP amnsreiuojy.ru: 952 IP
xjpakmdcfuge.com: 498 IP | hzmksreiuojy.ru: 53 1P

cung cap, dich vy 16n nhu: Cac mang x4
hoi, ngan hang, thu dién tu,v.v...Viét
Nam c6 nhiéu nguoi ding céc dich vu,
ting dung nudc ngoai (ca mién phi va
tinh phi) nhu cac mang xa hoi, Payment,
Apple, Paypal,v.v... vi vay nguoi dung
can phai hét sic canh giac véi nhing
trang web gia mao dé danh cip tai
khoan.

xjpakmdcfuge.ru:452 1P
xjpakmdcfuge.in:466 1P
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan d c6 289 phan anh truong hop lira dao do nguoi dung Internet Vigt Nam
phan anh vé Trung tm Giam sat an toan khéng gian mang quoc gia (NCSC) qua hé théng
tai dia chi https //canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop hra dao gia mao website ctia ngan hang, cac trang thuong mai dién tir..

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi chu

1 5giay.cc Website gia mao Vi dién t&r Momo
m.tot166.com
2 vay-666.com Website gia mao, lra dao
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can cht ¥ quan tdm khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




