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1. Tin tiec An toan théng tin

- Canh béo: Tién ich ChatGPT gia mao chiém quyén diéu khién tai khoan
Facebook nham phat tan nhitng quang cao doc hai.

- Chién dich tan cong APT: Nhém tan cong APT UNC4540 cua Trung
Quéc nham muc tiéu vao céc thiét bi SonicWall SMA.

2. Piém yéu, 16 hong
- 547 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- Tan cong lira dao ngudi dung Viét Nam: 363 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Bao cao dinh Ky tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Tign ich ChatGPT gia mao chiém quyén diéu khién tai

khoan Facebook nhim phat tan nhiing quang c4o doc hai’”

Mot tién ich trinh duyét Chrome gia mao
ChatGPT mdi duogc phét hién c6 kha ning chiém
quyén diéu khién Facebook va tao ra c4c tai khoan
quan tri gia mao, day la mot trong nhirng phuong
phap ma dbi tugng tan cong s dung dé phat tan
phan mém doc hai. Nhém tan cong di tao ra mot
nhoém gdm cac bot Facebook va cong cu truyén
thdng tra phi doc hai nham chiém quyén diéu khién
céc tai khoan thwong mai (business account) noi
tiéng trén Facebook.

Ké tir ngay 03/03/2023 tién ich mé rong “Qick
access to ChatGPT” da thu hat hon 2000 Iuwot cai
dat mdi ngay, ngay 09/03/2023 di bi Google xda
bo khoi Cira hang Chrome.

Tién ich nay dugc quang ba thdng qua céc bai
dang do Facebook tai trg, mac di cé kha ning két
ndi véi dich vu ChatGPT nhung nd con dugc thiét
ké dé thu thap cookie va di liéu tai khoan Facebook
trai phép.

Ngudn: https://thehackernews.com/2023/03/fake-
chatgpt-chrome-extension-hijacking.html

Déi tugng tan cong da sir dung hai ung dung
gia mao portal va msg_kig dé duy tri quyén truy
cap cho backdoor va c6 quyén kiém soat cac tai
khoan myc tiéu. Qua trinh thém ung dung vao tai
khoan Facebook dugc thuc hién hoan toan tu dong.
Céc tai khoan thwong mai Facebook bi tan céng sau
d6 dugc sir dung dé quang céo phan mém doc hai,
gilp ma rong quy md nhém bot Facebook.

Ké tir nim ngoai, sau khi ChatGPT cua
OpenAl tro nén pho bién, nhitng ké tin cong da tan
dung sy phd bién d6 dé tao ra cac phién ban gia
mao dé danh lira nguoi dung. Thang 2/2023, mot
cudc tan cong social engineering dya trén trang
web gia mao website chinh thac cua ChatGPT
nham diéu hudéng nguoi dung dén céc trang web
doc hai va tai xudng nhitng phan mém danh cap
thong tin nhu: RedLine, Lumma va Aurora.

Ngoai ra, cac ung dung ChatGPT gia mao con
dugc phan phéi qua Google Play va cac cira hang
ing dung Android dé diy ma doc SpyNote va thiét
bi cua nguoi dung.

Thanh cbng cua cdng cu AT da thu hut sy chd
y cua nhimg dbi tan céng nham sir dung cong nghé
nay dé thyuc hién céc vu tin cong tinh vi nham vao
ngudi ding Internet. Dé tranh tro thanh nan nhan
cua chiéu tro lira dao va cac chién dich tin cong
mang nguoi ding nén kiém tra trude khi truy cap
vao bat ky duong link nao ciing nhu chi cai dat tng
dung tir nhitng ngudn dang tin cdy, thuong xuyén
st dung cong cu quét virus dé som phét hién va loai
bo cac phan mém doc hai trén thiét bi caa minh.


https://thehackernews.com/2023/03/fake-chatgpt-chrome-extension-hijacking.html
https://thehackernews.com/2023/03/fake-chatgpt-chrome-extension-hijacking.html
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Tin tiec An toan thong tin

Canh bao: Nhom tin cong APT UNC4540 ciia Trung

Quéc nhim muc tiéu vao cac thiét bi Sonicwall SMA”

Gan ddy, nhom tan cong APT UNC4540
cua Trung Qudc da nham muyc tiéu vao 100
thiét bi SonicWall Secure Mobile Access
(SMA) thong qua viéc phat tan ma doc cho
phép ddi tuong tan cong danh cip thdng tin
dang nhap, truy cap va thuc hién cac hanh
dong trai phép.

Mai doc nay gom mot chudi Bash Script
va mot tap nhi phan ELF dugc xac dinh la
TinyShell backdoor cho phép ddi tugng tan
cong cO quyén truy cap vao cac thiét bi
SonicWall.

Muc tiéu caa cudc tan cong nham danh
cap thoéng tin xac thuc tir nguodi ding da
dang nhap vao tai khoan va cung cap quyén
truy cap vao thiét bi da bi xam nhap.

Ngoai ra, nhém APT ciing dang phét trién
cac bién thé ma doc dé trién khai trén nhiéu
loai thiét bi. Chién dich tAn cong nay nham vao
cac thiét bi SMA 100 chua duoc va ké tir nam
2021.

Trong gan hai thang sau d6, mot nhom tan
cong APT khéc caa Trung Quéc ciing khai
thac 16 hong da dwoc cap nhat ban va trong
Fortinet FortiOS SSL-VPN dé nham muc tiéu
vao co quan chinh phi & chau Au va nha cung
cap dich vu quan ly (MSP) & chau Phi.

Céc d6i twong tn cong da trién khai nhiéu
15 hong zero-day va ma doc cho nhiéu thiét bj
truy cap Internet nham xam nhap toan bo hé
thdng thong tin cua doanh nghiép. Co quan, t6
chtc va doanh nghiép can thuc hién ra quét,
kiém tra hé théng dé tranh nguy co bi tan cong
mang va dua ra cac phuong an xu ly Kip thoi.

Ngudn: https://thehackernews.com/2023/03/china-linked-hackers-targeting.html



https://thehackernews.com/2023/03/china-linked-hackers-targeting.html
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Nguy co’ tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac té chirc qubc té di cong bd va
cap nhat it nhat 547 156 hong, trong d6 ¢6 67 16 hong
muc Cao, 108 15 hong mirc Trung binh, 0 16 hdng
muc Thip va 372 15 hong chua danh gia. Trong d6
c6 it nhat 56 156 hong cho phép cheén va thyuc thi ma
Iénh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng

phé bién tai Vigt Nam:
- Google: CVE-2023-1213, CVE-2023-1214, ...

I6n dén nguoi dung & Viét Nam: Nhém 53 16 héng - Linux: CVE-2022-3424, CVE-2023-0030.

trong Google, Nhém 02 16 hong trong Linux, Nhém - Gitlab: CVE-2022-3707, CVE-2022-3758,...

15 15 hong trong Gitlab, Nhém 45 15 hong trong - Wordpress: CVE-2022-4931, CVE-2022-4932,...
Wordpress, 01 15 hong trong Dell, Nhém 16 15 hong - Dell: CVE-2022-46752.

trong Fortinet, Nhom 04 10 hong trong IBM. ThONG ¢ tiner: cvE-2022-45861, CVE-2022-41333, ..

tin chi tiét vé mot s6 16 hong trén cac san pham/dich
vu phé bién tai Viét Nam cu thé nhu sau:

- IBM: CVE-2023-27290, CVE-2023-24975, ...
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Thong tin diém yéu, 16 hong

San
TT | pham/ dich M3 16 quéc té M6 ta ngin Ghi chu
vu
CVE-2023-1213
CVE-2023-1214 NEom 53 16 hong trong Google (Android, D c6 thong tin
1 Google C rome,.. .) cho phép dbi tuong tan cong w4C Nhan va ban
CVE-2023-1215 thuc hién nang cao dac quyen, khai thac Vi
161 heap thong qua HTML doc hai.
CVE-2022-3424 Nhom 02 15 héng trong Linux (kernel) cho | Da c6 thdng tin
2 Linux CVE-2023-0030 phép fiéi tugng tan cong thuc hién néng | xac nhéq va ban
cao dac quyeén. va
CVE-2022-3707
CVE-2022-3758 | Nhém 1515 hong trong Gitlab (DAST,...) | Chua c6 théng
3 Gitlab CVE-2022-3767 cl_qf) ph’ep 401 tugfng tarl cong truy cap/thuc | tin xag nhaim va
hién cac hanh dong trai phép. ban va
CVE-2022-4931 | \jhom 45 15 hong trong Wordpress cho
CVE-2022-4932 | phép doi tugng tan thuc hién vai quyen | Da cd théng tin
4 Wordpress CVE-2023-0064 Cga nguol dyng cuc bo t,ruy cap/thl__{c hI?n xac nhan, va ban
cac hanh dong trai phep, thuc hién tan va
cbng XSS.
0116 hong trong Dell (BIOS) cho phép dbi | Chua c6 thong
5 Dell CVE-2022-46752 | yyrong tAn cong thuc hién tAn cong tr chéi | tin xac nhan va
dich vu. ban va
CVE-2022-45861
Nhém 16 16 héng trong Fortinet o
5 Fortinet CVE-2022-42476 (FortiRecorder,...) cho phép ddi twong tin t(lj r?‘;gccgggr?r\]/%
CVE-2022-41333 | cOng truy cap/thuc hién cac hanh dong tréi ban Vi
phép.
CVE-2023-27290
Nhém 04 16 hong trong IBM  (Maximo | . ..~ .
CVE-2023-24975 o . e ba c6 thong tin
F IBM Application Suite,...) cho phép doi twong xéc¢ nhan va ban

CVE-2020-5002

tan céng danh cip thdng tin dit liéu, truy
cap/thuc hién cac hanh dong trai phép.

va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

- < Bi€u d6 thang ké thiét bi theo cng dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phat tan tan cong DRDoS. Trong tuan c6 a0

51,053 (giam so V&i tuan trudc 54,042) e s
thiét bi c6 kha nang bi huy dong va tro o

thanh nguon tan cdng DRDoS. Céc thiét B

bi nay dang md sir dung cac dich vu NTP &FF T FFF

(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web
Trong tuan, c6 193 trudng hop tan cong
, , , vao trang/cong thong tin dién tir cua
Thong ké tan cong vao trang/cong Viét Nam: 167 truong hop tin cong lira

thong tin dién ti dao (Phishing), 26 truong hop tin cong
cua Viét Nam cai cdm ma doc.

Cai ma doc h

Lira dao (Phishing) 167 roRIA el ot

Tan cong Phishing

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién déc hai c6 nhiéu két néi
hoi, ngan hang, thu dién ta,v.v...Viét tir Viét Nam

Nam ¢4 nhicu nguc‘yi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 21527 IP xjpakmdcfuge.ru:491 IP
tng dung nuéc ngoai (ca mien phi va disorderstatus.ru: 7608 IP xjpakmdcfuge.in:489 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 3623 IP restlesz.su: 364 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqge.biz: 825 IP amnsreiuojy.ru: 1058 IP
can phai hét stc canh giac voi nhiing xjpakmdcfuge.com: 535 IP | hzmksreiuojy.ru: 57 1P

trang web gia mao dé danh cip tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan d c6 363 phan anh truong hop lira dao do nguoi dung Internet Vigt Nam
phan anh vé Trung tm Giam sat an toan khéng gian mang quoc gia (NCSC) qua hé théng
tai dia chi https //canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop hra dao gia mao website ctia ngan hang, cac trang thuong mai dién tir..

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi chu
Website gia mao Ngan hang TMCP
1 tpbank-com.com Tién Phong
2 m.tot166.com Website gia mao, ltra dao
vay-666.com
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service.khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé théng mang néu c6 du
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can cht ¥ quan tdm khong truy cp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




