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1. Tin tiec An toan théng tin

- Canh bao: Ma doc ChromeLoader nham muyc tiéu dén game thu thong
qua cac tro choi Nintendo va Steam.

- Chién dich tan cong APT: Ha Lan bat gitr 3 d6i twong tinh nghi danh
cip s6 luong 16n dir liéu ca nhan.

2. Piém yéu, 16 hong
- 391 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 15 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRD0S
- Tan cong Web

- T4n cong lira dao ngudi dung Viét Nam: 464 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Bao cao dinh Ky tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Ha Lan bt giit 3 doi twong tinh nghi danh cap so lwong

r ~ =A z n ,,
lon dix liéu ca nhan

Hang nghin doanh nghiép va té chuc 16n,
nho & ca trong nudc va qudc té da tro thanh muc
tiéu cua cac ddi tuong tan cong. Ngoai ra, nhom
tan cong con nham muyc tiéu vao cac nganh dich
vy, san thuong mai dién tir, mang x& hoi,....

Nhiéu cong ty da tra tién chugc dao dong tir
100.000 dén 700.000 Euro ddi véi mdi cudc tan
cdng khac nhau. Tuy nhién, dit liéu bi danh cip
) ) ] van bi ban ra ngoai hoac tham chi bi x6a du cho

Ha Lan cho biét’dé bat gir 3 doi tuong t‘l‘nh céc cong ty da tra tién chudc. Co quan chirc ning
nghi ¢ lién quan dén chien dich tan cong nhdm 34 dua ra canh béo vé myc tiéu cua viée danh cap
danh cap thdng tin dir li¢u nguoi ding vabancho  thong tin va mua ban dit ligu 1a mot khoan loi
cac nhém tan cong dé thuc hién tong tién, rira nhuan 16n cho cac ddi twong tin cong.
tién. Ngay 23/1/2023, Ha Lan di bat giir 3 doi
tugng tinh nghi gom hai thanh nién 21 tudi dén
tr Zandvoot, Rotterdam va mét thanh nién khac
18 tu6i khong 16 dia chi thuong tra.

Theo béo cao diéu tra cho thiy, cac déi tugng
tn cong da danh cap hon 10 triéu dit liéu ca nhan
ctia ngudi dung bao gdm: tén, dia chi, ngay sinh,
sb dién thoai, tai khoan ngan hang, thé tin dung,
mat khau, gidy phép dang ky, thong tin ho
chiéu,....Cac co quan chirc ning da bat dau cudc
diéu tra ké tir thang 3/2021 sau khi mét lugng 16n
céc cong ty & Ha Lan bi tan céng va tré thanh nan
nhan ciia cac vuy téng tién.

Nguon:https://thehackernews.com/2023/02/dutch-
police-arrest-3-hackers-involved.html



https://thehackernews.com/2023/02/dutch-police-arrest-3-hackers-involved.html
https://thehackernews.com/2023/02/dutch-police-arrest-3-hackers-involved.html
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Tin tiec An toan thong tin

‘Canh bao: Ma dgc ChromeLoader nhim muc tiéu dén

game thi thong qua cac tro choi Nintendo va Steam’’

Gan day, cac nha nghién ctu di phat
hién ra ChromeLoader dang phan phdi ma
doc thdng qua cac tép VHD thay vi st dung
cac tép I0S nhu trude day. Tép VHD nay
duoc phat hién thong qua két qua tim kiém
ciia Google d6i vai cac truy van dén nhiing
trd choi pho bién nhu Nintendo va Steam.
ChromeLoader ( con duoc goi la Choziosi
Loader hoic ChromeBack) xuét hién lan dau
vao thang 1/2022 cho phép dbi tugng tan
cong danh cip thong tin dang nhap nham
chiém quyén diéu khién trinh duyét, thu thap
dir liéu trai phép, trién khai ransomware va
phan phdi file giai nén doc hai.

Muc tiéu chinh caa ChromeLoader la
xam nhap vao cac trinh duyét web nhu
Google Chrome dé stra doi cai dit goc cua
trinh duyét va diéu huéng nguoi dung dén
cac trang web chen quang cao doc hai.
ChromeLoader cé kha nang xam nhap vao
ca hé théng Windows va macOS. Viéc
chuyén sang sir dung tép VHD [a mot dau
hiéu cho thay chién dich tin cong da trai qua
nhiéu thay dbi trong vai thang qua.

Nhiéu twa game d3 bi nham muc tiéu
cho muc dich phat tan ma doc dugc phat
hién bao gom Elden Ring, ROBLOX, Dark
Souls 3, Red Dead Redemption 2, Need for
Speed, Call of Duty, Portal 2, Minecraft,
Legend of Zelda, Pokemon, Mario Kart,
Animal Crossing,...Cac nha nghién cttu cho
biét khi mot tép VHD duoc tai xuéng nguoi
ding c6 thé nham tép VHD doc hai nay véi
mot chuong trinh lién quan dén trod choi.

Pé giam thiéu rai ro va phong tranh
nguy co tan céng mang ngudi dung nén tai
xuong phan mém tur cadc nguon chinh thuec.

Ngudn: https://thehackernews.com/2023/02/chromeloader-malware-targeting-gamers.html



https://thehackernews.com/2023/02/chromeloader-malware-targeting-gamers.html
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Nguy co' tan cong
- mang tur diem yeu,
© lo hong

Trong tuan, cac to chic qudc té di cong bd va
cap nhat it nhat 391 15 héng, trong d6 ¢6 28 15 hong
murc Cao, 15 16 hong muac Trung binh, 016 hdng mirc
Thap va 348 15 hong chua danh gia. Trong d6 c6 it
nhat 53 15 hdng cho phép chén va thuc thi ma Iénh.

Hé thong k¥ thuat cia Cuc ATTT chi dong ra Mgt sé 16 hong trén céc san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huang

phé bién tai Vigt Nam:
- Google: CVE-2023-0927, CVE-2023-0928, ...

I6n dén nguoi diung ¢ Viét Nam: Nhém 08 16 hong - Tp-link: CVE-2023-23040, CVE-2023-0936, ....
trong Google, Nhém 02 15 hong trong Tp-link, Nhém - Apache: CVE-2023-25613, CVE-2023-25621,...
08 15 hong trong Apache, Nhém 51 18 hong trong - Wordpress: CVE-2012-10007, CVE-2023-0942, ...
Wordpress, Nhém 02 16 hong trong Dell, Nhém 26 15 - Dell: CVE-2023-23695, CVE-2023-24575, ..

hong trong Adobe, Nhém 08 16 hong trong IBM.
Thong tin chi tiét vé mot sb 16 hong trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- Adobe: CVE-2023-21574, CVE-2023-21575, ...
- IBM: CVE-2022-43927, CVE-2022-43929, ...
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Thong tin diém yéu, 16 hong

San
TT | pham/ dich M3 16 quéc té M6 ta ngin Ghi chu
vu
CVE-2023-0927
CVE-2023-0928 Nhom 08 16 héng trong Google (Chrome) | Chua c6 thong
1 Google o cho phép d6i tugng tin cdng khai thac 13i | tin xac nhan va
CVE-2023-0929 heap thong qua mot trang HTML doc hai. ban va
CVE-2023-23040 | Nhém 02 Ic’; hong trong Tp-link cho phép | Chua cd thong
2 Tp-link CVE-2023-0936 691 tqung tarl cong truy cap/thuc hién cac | tin xag nh:;m va
hanh dong trai phép. ban va
CVE-2023-25613
i i Nhom 08 16 héng trong Apache (Airflow L a
3 Apache CVE-2023-25621 Google Provider, Kerby,...) cho phep doi Sr?ggccgggﬁr\'/%
P CVE-2023-25691 | twgng tan cong truy cap/thuc hién céc ban Va
\ . o an va
hanh dong trai phép.
CVE-2012-10007 o
CVE-2023-0942 | Nhom 51 16 hong tfonghwo';?prefs\ CMO | Chura c6 thong
4 Wordpress phép d.m tu’qngAtan cong thuc thi ma tly y, tin xac nhan va
CVE-2023-0540 thuc hién tan cbng XSS, truy cap/thuc hién ban vV
s . AN an va
cac hanh dong trai phép.
Nhém 02 16 hong trong Dell (Secure
CVE-2023-23695 | Connect Gateway,...) cho phép doi tuong | Chua c6 thong
5 Dell CVE-2023-24575 tan corjg thuc hl_eAn Ieg thapg da(i quyen, tin xag nhg}n va
truy cap/thuc hién cac hanh dong trai ban va
phép.
CVE-2023-21574
Nhém 26 16 héng trong Adobe a
5 Adobe CVE-2023-21575 (Photoshop, InDesign,...) cho phép doi E;ligccgrfggr\g
CVE-2023-21619 | tugng tan cOng thyc thi ma tay vy, truy ban v
« O A e an va
cap/thyc hién cac hanh dong trai phép.
CVE-2022-43927 | \hom 08 15 hong trong IBM  (InfoSphere
CVE-2022-43929 | Information Server,...) cho phep doi | Daco thdng tin
7 IBM tuong tan cong thuc thi ma tur xa, lam ro ri

CVE-2023-24964

thong tin dir liéu, truy cap/thuc hién céac
hanh dong tréi phép.

Xac nhan va ban
va




NCSCX

National Cyber Security Center

Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

> = Biéu d0 thdng ké thiét bi theo cdng dich vu
Tan cong DRDoS phé bign

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDOS. Trong tuan c6 o
50,826 (tdng so Vi tuan trudc 45,154) sowo .
thiét bi c6 kha nang bi huy dong va tro 200
thanh nguon tan cdng DRDoS. Céc thiét oo

bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dusi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phé bién trong tuan. Tan cong Web

Trong tuan, c6 280 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Thong ké tan cong vao trang/cong Viét Nam: 265 truong hop tin cong hra
thong tin dién i dao (Phishing), 15 truong hop tan cong
cua Viét Nam cai cim ma doc.
Cai ma doc i
Ltra dao (PhlSlllng) 265 TOP 16 chiie, dich vy bi gid mao

Tan cong Phishing

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chac, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién déc hai c6 nhiéu két néi
hoi, ngan hang, thu dién ta,v.v...Viét tir Viét Nam

Nam ¢4 nhicu ngudi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 7947 IP xjpakmdcfuge.ru:116 IP
tng dung nuéc ngoai (ca mien phi va disorderstatus.ru: 3247 IP xjpakmdcfuge.in:122 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 1588 IP restlesz.su: 234 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 242 1P amnsreiuojy.ru: 571 IP
can phai hét suc canh gidc véi nhiing xjpakmdcfuge.com: 182 IP | hzmksreiuojy.ru: 46 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tuén da c6 464 phan anh truong hop lira ddo do nguoi dung Internet Viet Nam
thdng bao vé Trung tdm Giam sat an toan khong gian mang quoc gia (NCSC) qua hé
thdng tai dia chi https //canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu
treong hop lira dao gia mao website ciia ngan hang, cac trang thuwong mai dién ta..

Duéi dy 1a mot s6 trudng hop nguoi ding can nang cao canh giéc.

STT Website lira dao Ghi chu
Website gia mao Ngan hang TNHH
MTYV Shinhan Viét Nam

2 sieuthidienmayxanh247.com Website gia mao Bién may xanh

jaccscom.com
bxrtxfr.xyz

hdcreditvnn.com

vaynhanhvn.net

1 vayqualuongshinhan.com

Website gia mao, ltra dao
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*k*k
2. Bdi v6i cac diém yéu, 16 hong trong phan L§ hong bao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang str dung. Ngoai ra, nhimng
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé théng mang néu co dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Béi véi cac website gia mao thong ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can cht ¥ quan tdm khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




