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1. Tin tiec An toan théng tin

- Canh bao: Apple canh bo vé 3 16 hdng méi anh hudng dén cac thiét bi
iPhone, iPad va Mac.

- Chién dich tan cong APT: Nhém tan cong APT Earth Kitsune trién khai
backdoor WhiskerSpy trong c4c cudc tin cdng mai.

2. Piém yéu, 16 hong
- 717 16 hong duoc cong bd va cap nhat.

- 07 15 hdng, nhém 16 hong trén cac san pham/dich vy pho bién tai Viét
Nam.

3. So liéu, thong ké
- T4n cong DRDoS
- Tan cong Web

- Tan cong lira ddo nguoi dung Viét Nam: 1336 trudong hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Bao cao dinh Ky tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Nhom tn cong APT Earth Kitsune trién khai backdoor

WhiskerSpy trong cac cugc tan cong méi”

Nhom tan cong cd tén 1a Earth Kitsune da
dugc phéat hién dang trién khai backdoor
WhiskerSpy trong c4c cudc tan cong Social
engineering. Ké tir nim 2019, Earth Kitsune d
phat tan cac ma doc nham vao nhiéu website &
Triéu Tién va khai thac cac 15 hong bao mat trong
Google Chrome, Internet Explorer dé kich hoat
cac chudi lay nhiém.

Gan day, cac chuyén gia di cong bd rang
Earth Kitsune dang chuyén huéng sang cac cudc
tan cong Social engineering dé danh lira nguoi
dung truy cap vao cac trang web doc hai. Nhém
nham muc tiéu vao cac td chic khac nhau trén
khap Triéu Tién, Brazil, Trung Qudc, Nhat Ban,

Ngudn: https://thehackernews.com/2023/02/north-
korean-cyber-espionage-group.html

Cudi nam 2022, Earth Kitsune da tin cong
vao mét trang web caa Triéu Tién thdng qua
backdoor WhiskerSpy. Khi nguoi dung vao xem
video trén trang web s& hién thi théng bao I5i gia
mao dé lira nguoi dung tai xuéng ma doc duoc
nguy trang dudi dang Advanced Video Codec -
AVCI. Céc trang web di duoc cau hinh dé phét
tan cac ma doc cho ngudi dung truy cap thong
qua cac dia chi IP dugc dit tai Thim Duong
(Trung Quéc), Nagoya (Nhat Ban), Brazil, diéu
nay 1am cho cudc tan kho bi phét hién.

Earth Kitsune da loi dung 16 hong chiém
quyén diéu khién Dynamic Library Link (DLL)
trong OneDrive va tién ich m¢ rong cia Google
Chrome dé cai cim ma doc mdi khi trinh duyét
web duoc khoi chay. Backdoor WhiskerSpy cho
phép ddi twong tan cong xo6a, liét ké, tai xudng
tép l1énh, chup anh man hinh, chén ma sell va thyuc
thi ma tuy y.

Pé phong tranh cac cudc tin cong nhu vay,
cac co quan, to chiic can ting cuong kiém tra, ra
soat va san sang cac phuong an xtr ly kip thoi khi
phat hién c6 dau hiéu bi khai théac, tan cong
mang.


https://thehackernews.com/2023/02/north-korean-cyber-espionage-group.html
https://thehackernews.com/2023/02/north-korean-cyber-espionage-group.html
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Tin tiec An toan thong tin

‘Canh bao: Apple canh béao vé 3 15 héng méi anh hudng

dén cac thiét bi iPhone, iPad va Mac”

Vira qua, Apple di dua ra canh bao vé 3
16 hong bao mat méi anh huong dén iOS,
iPadOS va macOS. Ld hong dau tién la
CVE-2023-23520 cho phép dbi tudng tan
cong doc cac tép tly y véi dic quyén root.
Hai 16 hong khac dugc cac nha nghién cau
ghi nhan la CVE-2023-23530 va CVE-
2023-23531 cho phép d6i tugng tan cong
vuot qua co ché bao mat cua sandbox dé
thuc thi ma tly y va thuc hién nang cao dac
quyén.

Pbi tuwong tan cong co thé loi dung
nhitng 16 hong nay dé c6 kha nang truy cap
trai phép vao tin nhan, lich, dinh vi, lich str
cudc goi, micro, may anh va anh cua cac
thiét bi. Biéu dang lo ngai hon 1a cac 16 héng
nay c6 thé cho phép ddi twong tan cong cai
dat ang dung tly y hoic tham chi x6a sach
thiét bi.

Hién tai, Apple da phat hanh ban cap
nhat mé&i nhat cho cac thiét bi va khuyén
nghi nguoi ding cap nhat phan mém dé bao
vé cac thiét bi cia minh.

Ngudn: https://thehackernews.com/2023/02/apple-warns-of-3-new-vulnerabilities.html



https://thehackernews.com/2023/02/apple-warns-of-3-new-vulnerabilities.html

Nguy co tan cong
- mang tw diém yeu,
* lo hong

Trong tuan, cac to chuc quéc té da cong bd va
cap nhat it nhat 717 15 hdng, trong d6 ¢6 110 16 hong
murc Cao, 61 15 hong muc Trung binh, 016 hdng mirc
Thap va 546 15 hong chua danh gia. Trong d6 c6 it
nhat 124 16 hong cho phép chén va thyc thi ma 1énh.

Hé thong k¥ thuat cia Cuc ATTT chi dong ra Mgt sé 16 hong trén céc sdn pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng

phé bién tai Vit Nam:
- Google: CVE-2023-20927, CVE-2023-20949, ...

I6n dén nguoi ding ¢ Viét Nam: Nhom 02 16 hong - Dlink: CVE-2023-24348, CVE-2023-24349, ...
trong Google, Nhém 09 15 héng trong Dlink, Nhém - Apache: CVE-2023-25141, CVE-2023-22832,...
03 15 hdng trong Apache, Nhém 36 15 héng trong - Wordpress: CVE-2022-43469, CVE-2022-4471,...
Wordpress, Nhém 11 15 héng trong Dell, Nhém 78 15 - Dell: CVE-2023-23698, CVE-2022-34454, ...

hong trong Microsofr, Nhém 13 15 hong trong IBM.
Thong tin chi tiét vé mot sb 16 hong trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- Microsoft: CVE-2023-21689, CVE-2023-21690, ...
- IBM: CVE-2022-40232, CVE-2022-40231, ...
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Théng tin diém yéu, 16 hong

San
TT | pham/ dich M3 16 quéc té M6 ta ngin Ghi chu
vu
CVE-2023-20927 | Nhém 02 15 hong trong Google (Android, A
Chrome,...) cho phép ddi tugng tan cong Chua c6 thong
1 Google CVE-2023-20949 IR A tin xac nhan va
thuc hién nang cao dac quyen, truy ban VA
cap/thyc hién cac hanh dong tréi phép.
CVE-2023-24348
CVE-2023-24349 | Nhém 09 15 héng’trong Dlink (DIR-605L, | Chua c6 thong
2 Dlink CVE-2023-24350 ";) cho p.llep th ‘tu:(_yng tan cong truy | tin xac; nhe_}n va
cap/thuc hién cac hanh dong trai phép. ban va
CVE-2022-42735 o
Nhom 03 15 hong trong Apache (ShenYu, | Chua c6 thdng
3 Apache CVE-2023-22832 | NjFj,. ..) cho phép ddi tuong tan cong truy | tin x&c nhan va
CVE-2023-25141 cap/thuc hién cac hanh dong trai phép. ban va
CVE-2022-43469 o
CVE-2022-4471 | Nhom 36 16 hong trong Wordpress cho | ¢, ¢4 thang
4 Wordoress phép doi tuong tan cong thuc hién tan tin xac nhan va
P CVE-2022-4473 | cdng XSS, truy cap/thuc hién cac hanh o s
dong trai phep.
CVE-2023-23698 | \jhom 11 15 hong trong Dell (PowerScale
CVE-2022-34454 | OneFS, SupportAssist,...) cho phép doi | Chua co thong
5 Dell i i tuong tan cdng c6 quyeén truy cap thdng tin | tin xac nhan va
CVE-2022-33934 ca nhan trai phép, thuc thi ma tdy y, thuc ban va
hién nang cao dac quyen.
CVE-2023-21689 o
CVE-2023-21690 thm Z8 o hoﬁng }rong Mlctosclft‘ cho Chua c6 thong
6 Microsoft phep doi tuong tan cong thuc thi ma tir xa, tin Xac nhan va
CVE-2023-21692 | thu thap thong tin trai phép, truy cap/thuc ban VA
hién cac hanh dong trai phép.
- - X 2 .. | Chua c0 thon
CVE-2022-36775 Nhom 13 16 hong trong IBM  (Tivoli tin 1;20 nhan v%
CVE-2022-40231 | Workload Scheduler,...) cho phep doi ban Va
7 IBM tuong tan cong thuc thi ma tur xa, lam ro ri

CVE-2022-40232

thong tin dir liéu, truy cap/thuc hién céac
hanh dong tréi phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

= P Biéu d6 thdng ké thiét bi theo cdng dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tan cong DRDoS. Trong tuan c6 somo

45,154 (giam so V6i tuan trudc 48,527) — -
thiét bi c6 kha ning bi huy dong va tré o

thanh nguon tan cdng DRDoS. Céc thiét som

bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 450 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Thong ké tan cong vao trang/cong Viét Nam: 65 truong hop tin cong thay
thong tin di¢n tir doi giao dién (Deface), 369 truong hop
cta Viet Nam tan cong lira dao (Phishing), 16 truong
Deface hop tan cong cai cam ma doc.
Cai ma doc r
Lira dio (Phishing) 369 rOP A cndv, cich v bl gl 080

Tan cong Phishing

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chac, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién ddc hai c6 nhiéu két noi
hoi, ngan hang, thu dién ta,v.v...Viét tir Viét Nam

Nam ¢4 nhicu ngu’(‘ri\.dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 13150 IP xjpakmdcfuge.ru:220 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 5890 IP [ xjpakmdcfuge.in: 238 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2864 IP restlesz.su: 270 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 376 IP amnsreiuojy.ru: 881 IP
can phai hét stc canh giac voi nhiing xjpakmdcfuge.com: 244 IP_ | hzmksreiuojy.ru: 44 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tudn da c6 1336 phan anh truong hop lira dao do ngudi dung Internet Viét
Nam théng béo vé Trung tdm Giam sat an toan khdng gian mang qudc gia (NCSC) qua
hé théng tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu
trrong hop lira dao gia mao website ciia ngan hang, cac trang thuong mai dién tur. ..

Duéi dy 1a mot s6 trudng hop nguoi ding can nang cao canh giéc.

STT Website lira dao Ghi chu
1 tpbankn.com Website gia mao Ngén hang TMCP
tpbankc.com Tién Phong
2 m.nbm65.com Website gia mao, ltra dao
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*k*k
2. Bdi v6i cac diém yéu, 16 hong trong phan L§ hong bao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhitng
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service.khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢o, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh do, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xtr Iy cac thiét bi trong toan bo hé thong mang néu co dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Béi véi cac website gia mao thong ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




