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NOI DUNG TUAN

1. Tin tiec An toan théng tin

- Canh bao: L hong bao mat anh huong Nghiém trong trong san pham
Cisco lox va F5 BIG-IP.

- Chién dich tan cong APT: Nhém tan cong mang APT Trung Qudc sir
dung cac céng cu ngudén ma dé nham muc tiéu vao Pong A.

2. Piém yéu, 16 hong
- 526 16 hong duoc cong bd va cap nhat.

- 07 15 hdng, nhém 16 hong trén cac san pham/dich vy pho bién tai Viét
Nam.

3. So liéu, thong ké
- T4n cong DRDoS
- Tan cong Web

- Tan cong lira ddo nguoi dung Viét Nam: 166 trudong hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Bao cao dinh Ky tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Nhom tin cdng mang APT Trung Quaéc sir dung céc cong

cu nguon mé dé nham muc tiéu vao Pong A

Gan day, chién dich tin cong da duoc phat
hién nim muc tiéu vao céc té chicc & Pong A
bang cong cu ma ngudon md SparkRAT. Ddi
tuong tin ¢ng str dung co so ha ting da bi xam
nhap nhu ctra hang béan 1é san pham danh cho tré
em, phong trung bay nghé thuat cling nhu cac
trang web trd choi co bac & Trung Québc, Hong
Kong, Singapore va Dai Loan.

Déi tugng tan cong lam dung may chu web va
may cha co so dir lisu MySQL dé truy cap lan
dau va sir dung China Chopper dé trién khai
webshell théng qua SQL injection, XSS. K¢é tan
cdng co thé tan cong leo thang dic quyén, trién
khai phan mém doc hai va cong cu dugc luu trix
tai C&C.

r 9?

Péi tugng tan cong chu yéu dya vao nhiéu
cdng cu nguon mé nhu BadPotatom SharpToken,
GotoHTTP, ShellCode_Loader va m6699[.Jexe.
Cac cdng cu ngudén mé nay da duoc nhiéu nhom
tan cong cua Trung Quédc st dung trong chién
dich cia ho. Vao cudi thang 12 niam 2022,
Microsoft di bao cdo vé dau hiéu caa nhiing ké
tan cong str dung SparkRAT. Phan mém doc hai
Zegost cling duoc st dung bai nhom FinGhost dé
nham muc tiéu vao mét co quan chinh phu Trung
Qudc vao thang 9 nam 2022. Pang chu y, cac nha
nghién ciru da tim thdy mot dia chi C2 chung gitra
cac nhom Zegost va DragonSpark. Webshell cua
China Chopper da duoc su dung bai cac nhom
t6i pham mang va gian diép Trung Qudc nhu TG-
3390 va Leviathan.

DragonSpark sir dung phan mém ngudn mé
va phan mém doc hai dua trén Golang dé tranh bi
phat hién bang cach 1am x&o tron viéc trién khai
phan mém doc hai. Piéu nay cho thiy rang cac
dbi tugng tan cong mang Trung Qudc van dang
tich cuc mo rong kho vii khi va chia sé céng cu
véi nhau.

Nguon: https://cyware.com/news/chinese-speaking-threat-actors-leveraging-open-source-tools-to-target-

east-asia-783532a7



https://cyware.com/news/chinese-speaking-threat-actors-leveraging-open-source-tools-to-target-east-asia-783532a7
https://cyware.com/news/chinese-speaking-threat-actors-leveraging-open-source-tools-to-target-east-asia-783532a7
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Tin tiec An toan thong tin

‘Canh bao: L3 héng bao mat anh hwéng Nghiém trong

trong san phim Cisco lox va F5 BIG-1P""

L& héng bao mat CVE-2023-22374 trong
F5BIG-IP

F5 da canh béo vé 16 héng bao mat c6 ma
CVE-2023-22374 (diém CVSS: 8.5) anh huong
Nghiém trong trong céc thiét bi BIG-IP cho
phép ddi twong tan cong thyuc thi ma tly y, tan
cong tir chdi dich vu. L& hong nay anh huéng
dén cac phién ban BIG-IP sau: 13.1.5, 14.1.4.6-
14.1.5, 15.15.1-15.1.8, 16.1.2.2-16.1.3 va
17.0.0.

L5 hdng ton tai trong iControl SOAP. Do
giao dién iControl SOAP chay bang quyén root,
nén viéc khai thac thanh cong co thé cho phép
dbi tugng tan cdng kich hoat thyuc thi ma tir xa
trén thiét bi voi quyén root.

F5 da khic phuc 15 hong nay trong mot
hotfix k§ thuat c6 sin cho cac phién ban BIG-1P
duogc hd tro. Ngoai ra, giai phap khic phyc thay
thé cho 16 héng trén 1a han ché quyén truy cap
vao iControl SOAP API.

L& héng bao mat CVE-2023-20076 trong
Cisco 10x

Cisco da phat hanh cac ban cap nhat cho 15
hong CVE-2023-20076 trong Cisco 10x, cho
phép dbi tuong tan cong thyc thi cac 1énh tly y
V6i quyén root trén may chu. LS hong nay anh
huong dén cac thiét bi chay phan mém Cisco
IOS XE da bat tinh nang Cisco lox, cling nhu
800 Series Industrial ISRs, Catalyst Access
Points, CGR1000 Compute Modules, 1C3000
Industrial Compute Gateways, IR510 WPAN
Industrial Routers.

Khai thac thanh cong 16 hong nay, doi
tugng tan cong c6 thé cai dat va an cac
backdoor. Mic di viéc khai théc yéu cau ké tan
cong phai duoc xé4c thuc va cd quyén quan tri
vién, nhung diéu dang cha y 1a ké tan céng co
thé tim nhiéu cach khéac nhau dé leo thang dic
quyén.

Ngudn: https://thehackernews.com/2023/02/new-high-severity-vulnerabilities.html



https://thehackernews.com/2023/02/new-high-severity-vulnerabilities.html
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Nguy co' tan cdng
- mang tur diem yeu,
* lo hong

Trong tuan, cac to chic qudc té di cong bd va
cap nhat it nhat 526 16 hong, trong d6 c6 17 15 hong
muic Cao, 19 15 hong muac Trung binh, 016 hdng mic
Thap va 490 15 hong chua danh gia. Trong d6 c6 it
nhét 58 15 hong cho phép chén va thuc thi ma lenh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hdng/nhom 15 hong trén cac san
pham, dich vu CNTT phé bién, c6 thé gay anh huéng

phé bién tai Vigt Nam:
- Asus: CVE-2021-37315, CVE-2021-37316, ...

l6n dén nguoi dung & Viét Nam: Nhém 03 16 héng - Hp: CVE-2021-3808, CVE-2021-3809,...

trong Asus, Nhém 08 15 hong trong Hp, Nhém 10 15 - Apache: CVE-2022-44644, CVE-2022-44645,...
hong trong Apache, Nhom 03 16 hong trong Linux, - Linux: CVE-2023-0266, CVE-2023-0240, ..
Nhom 25 15 hong trong Dell, Nhém 51 15 hdng trong  Dell: CVE-2022-45100, CVE-2022-45101...

Wordpress, Nhém 06 15 hong trong IBM. Théng tin
chi tiét vé mot s 16 hdng trén cac san pham/dich vu
phd bién tai Viét Nam cu thé nhu sau:

- Wordpress: CVE-2023-0550, CVE-2023-0553, ...
- IBM: CVE-2022-47983, CVE-2023-23469, ...
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Théng tin diém yéu, 16 hong

San
TT | pham/ dich M3 16 quéc té M6 ta ngin Ghi chu
vu
CVE-2021-37315 | Nhom 03 15 héng trong Asus (ASUS RT- A
o ik XA . | Chua co thong
CVE-2021-37316 | AC68U) cho phép doi twong tan cong ghi | = P
1 Asus o T aan S 5 22 tin X4 nhan va
cac tép tuy y, thu thap thong tin dix liéu trai s
CVE-2021-37317 | phep. ban va
CVE-2021-3808 | Nhom o8 13 hong trong Hp (BIOS) cho
CVE-2021-3809 | phép ddi twgng tan cong thyc thi matly y, | Da cd thong tin
2 Hp CVE-2022-27537 tan cong tor crlol d}ch \{1.1 7thu£: h|¢_n Ie(3 Xac nhan, va ban
thang dac quyen, lam ro ri thong tin dir va
liéu.
CVE-2022-44644 o
CVE-2022-44645 | Nnom 1016 hong trong Apache (10TDB, | . . 114104 tin
3 Apache InLong,...) cho phep doi tuong tan €ONG , |+ 4c nhan va ban
CVE-2023-24830 | truy cap/thuc hién cac hanh dong trai Vi
phép.
CVE-2023-0266 | \pom 03 15 hong trong Linux (kernel) cho D c6 thong tin
o] mec | CVEEERGRND | puin G tuog o <0 B MR | i v i
CVE-2023-25012 hanh ddng tréi phép. . i va
CVE-2023-0550 Nhom 51 16 hong trong Wordpress cho
phép dbi tugng tan cong Voi quyeén cua
CVE-2023-0553 nguoi ding cuc bo cé thé sira d6i hoic x6a | DA co thong tin
5 Wordpress CVE-2023-0554 cac bai dang\ tay y, ’tao,vcap nhat va x0a | xac nhaq va ban
muc menu va cac chirc nang quan ly menu va
khac, truy cap/thuc hién cac hanh dong
trai phép.
CVE-2022-45100 | Njhom 25 13 hong trong Dell (PowerScale
CVE-2022-45101 | OneFsS) cho phép dbi twong tan cong thuc | Chura c6 thdng
6 Dell CVE-2022-45102 thi ma tdy y, tan cong leo thang dac quyén, | tin xac; nhe:m va
truy cap/thuc hién cac hanh dong trai ban va
phép.
CVE-2022-47983 Chua c6 théng
. Nhém 06 156 hong trong IBM (Automation | tin xac nhan va
; IBM CVE-2023-23469 Decision Services,...) cho phép déi tugng ban va
CVE-2023-23477 | tan cong truy cap/thuc hién cac hanh dong
trai phéep.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

= Jx Biéu d6 thdng ké thiét bj theo cdng dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDOS. Trong tuan c6 o0

47,272 (tang so Véi tuan trudc 40,895) s i
thiét bi c6 kha nang bi huy dong va tro e

thanh ngudn tin cong DRDoS. CA4c thiét S

bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dusi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phé bién trong tuan. Tan cong Web

Trong tuan, c6 422 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Thong ke tan cdng vio trang/cong Vigt Nam: 30 trudng hop tan cong thay
thong tin dién t dbi giao dién (Deface), 362 trudong hop
cua Vict Nam tan cdng lra dao (Phishing), 30 truong
Deface hop tan cong cai cam ma doc.
Cai ma doc :
Lira dao (Phishing) 362 TOP 16 chirc, dich vu bl gid mao

Tan cong Phishing

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chac, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién ddc hai c6 nhiéu két noi
hoi, ngan hang, thu dién ta,v.v...Viét tir Viét Nam

Nam c6 nhieu ngudi\ dung cac diCh,V‘-{’ differentia.ru: 14445 IP xjpakmdcfuge.ru:366 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 6437 IP_ | xjpakmdcfuge.in: 353 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2891 IP restlesz.su: 282 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 576 IP amnsreiuojy.ru: 597 IP
can phai hét stc canh giac voi nhiing xjpakmdcfuge.com: 467 IP | hzmksreiuojy.ru: 49 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong lira ddao nguoi ding Viét Nam

Trong tuén da c6 166 phan anh truong hop lira ddo do nguoi dung Internet Viét Nam
thdng bao vé Trung tdm Giam sét an toan khéng gian mang quéc gia (NCSC) qua hé
thdng tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu
trrong hop ltra dao gia mao website ciia ngan hang, cac trang thuong mai dién ta..

Duéi day 1a mot s6 trudng hop nguoi ding can nang cao canh giéc.

STT Website lira dao Ghi cha
1 Mmomo.me Gia mao website Vi dién tor Momo
clmml.tv
2 mxp00338.com Gia mao website san TMDT Lazada
3 Viashopee.com Gia mao website sah TMBDT Shopee
4 cardshinhan.com Gia mao Webs!te Ngén_ hang TNHH
' MTYV Shinhan Viét Nam
Gia mao website Cong Ty C6 Phan
softwarefpt.com Vidn Thong FPT
6 lotte.cm66l1ks.top Gia mao website Lotte
7 evneredit.online Gia mao wgbsite Tap doan bién luc
' Viét Nam (EVN)
8 anbinh-finance.club Gia mao website N\gén hang TMCP
An Binh
. . Gia mao website Ngan hang TMCP
9 hdbankfinance. live Phét trién Thanh phé Ha Chi Minh
10 vaymb.org Gia mao website Ngér_l hang TMCP
' Quan doi
11 tikilll.com Gia mao website san TMDT Tiki
tiktokcyl.com
vip8591.net
v.vl404.cn
m.one018.com
m.kone365.com
vn.btaynguyenfood.com
12 ae888vip.com Trang web ltra dao
m.luxurysvip888.com
975.vn
h5.tocdovnm.com
tindungonline-evn.shop
fd2.hmexchangecentre.com
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Béi v6i cac diém yéu, 16 hong trong phan L§ hong bao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhitng
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 16 hong bao mat tw dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vy, tin cong web trong phan Théng ké nguy
¢o, cac cude tin cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mo cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, dbi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xtr Iy cac thiét bi trong toan bo hé thong mang néu co dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Béi véi cac website gia mao thong ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi thn cong Itra ddo, nang cao nhan thirc ban than va tuyén truyén cho ban be, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




