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1. Tin tiec An toan théng tin

- Canh b&o: Microsoft dang khuyén cao nguoi ding bao mat On-Premises
Exchange Servers.

- Chién dich tan cong APT: Nhém tan cong APT Gamaredon tan cong
Ukraine thdng qua Telegram.

2. Piém yéu, 16 hong
- 633 16 hong duoc cong bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vy pho bién tai Viét
Nam.

3. So liéu, thong ké
- T4n cong DRDoS
- Tan cong Web

- Tan cong lira ddo nguoi dung Viét Nam: 113 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Bao cao dinh Ky tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

*“Nhém tén cong APT Gamaredon tin cong Ukraine thong

gua Telegram"

Tép PHP nay cé nhiém vu lién hé véi mot
kénh Telegram khéac dé truy xuat dia chi IP thar 3
chaa payload cudi cing, day 1a phan mém doc
hai d4nh cip thong tin.

Nhom thay d6i dia chi IP mét cach linh hoat,
diéu nay khién viéc tu dong hoa phan tich théng
qua cac ky thuat sandbox. Viéc cac dia chi IP bi
nghi ngo chi thay doi trong gio lam viéc ¢ Pong
Au cho thay r6 rang rang ddi tuong tan cong hoat

Gan day, Gamaredon tiep tuc duoc phat hién dong tir mot didm va rét cé thé thuoc vé mot don
nham vao Ukraine thong qua cac cuoc tan cong  vj mang tin cong trién khai cac hoat dong doc hai
su dung wng dung nhan tin pho bién Telegram. nhim vao Ukraine.

Co so ha tang mang caa nhém dya vao cé4c tai
khoan Telegram v&i nhiéu giai doan dé lap ho so
nan nhan va xac dinh vi tri dia 1y, sau d6 dan nan
nhan dén may chu giai doan tiép theo.

Theo cédc chuyén gia nghién cuau phat hién,
mot kénh Telegram ma hoa cing duoc su dung
dé lay dia chi IP cia may chi luu trit phan mém
doc hai. Mau tir xa duoc thiét ké dé tim nap tap
Iénh VBA, tép Iénh nay s¢ tha tép VBScript sau
d6 két ndi véi dia chi IP duoc chi dinh trong kénh
Telegram dé tim nap giai doan tiép theo — tap
lénh PowerShell lan luot tiép can voi mot dia chi
IP khac dé lay tép PHP.

Nguon:https://thehackernews.com/2023/01/gamaredon-group-launches-
cyberattacks.html?&web view=true



https://thehackernews.com/2023/01/gamaredon-group-launches-cyberattacks.html?&web_view=true
https://thehackernews.com/2023/01/gamaredon-group-launches-cyberattacks.html?&web_view=true
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Tin tiec An toan thong tin

Canh bao: Microsoft dang khuyén cdo nguoi ding bao

A . 12/
mat On-Premises Exchange Servers

Microsoft dang kéu goi khach hang cap
nhat may chu Exchange ciing nhu thuc hién cac
bude dé nang cao do bao mat, nhu bat Windows
Extended Protection va cau hinh certificate-
based signing cua payload PowerShell.

Microsoft ciing nhan manh cac bién phap
giam thiéu do cong ty dua ra chi a giai phap tam
thoi va ching c6 thé khong du dé bao vé va
chéng lai moi bién thé cua cudc tan cong, doi
hoi ngudi dung phai cai dat cac ban cap nhat bao
mat dé bao mat may chu.

Exchange Server da dugc chitng minh la
mét cdng cu tin cdng ndi tiéng trong nhimg nim
gan day, vai mot s6 16i bao mat trong phan mém
dugc vil khi hoa dudi dang zero-day dé xam
nhap vao hé théng. Chi trong 2 nim qua, mot s6
I6 hong bao mat da dugc phat hién trong
Exchange Server nhu ProxyLogon,
ProxyOracle, ProxyShell, Proxy Token,
ProxyNotShell.

Hau hét cac cudc tan cong duoc cho 1a
mang tinh co hdi hon 14 tap trung va nham muc
tiéu, voi su lay nhiém 1én dén dinh diém trong
nd luc trién khai web shells va phan mém quan
ly va giam sat tir xa (RMM) nhu ConnectWise
Control va Go To Resolve.

Viéc khai thac cac 16 hong Microsoft
Exchange ciing 13 mét chién thuat lap di 1ap lai
dugc st dung boi UNC2596 (con goi la
Tropical Scorpius), véi mot cudc tan cong tan
dung trinh tu khai thac ProxyNotShell dé loai
bo downloader BUGHATCH.

Mic du giai doan 1ay nhiém ban dau tiép
tuc phat trién va cac tac nhan de doa nhanh
chéng khai thac bét ky co hoi mai nao, nhung
cac hoat dong hau khai thac cta ching da tro
nén quen thudc. Cach bao vé tét nhat chéng lai
c4c cudc tan cong mang la kién tric phong tha
chuyén sau.

Nguon: https://thehackernews.com/2023/01/microsoft-urges-customers-to-secure-on.html



https://thehackernews.com/2023/01/microsoft-urges-customers-to-secure-on.html
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Nguy co tan cong
- mang tu diém yeéu,
" 16 hong

Trong tuan, cac to chuc quéc té da cong bd va
cap nhat it nhat 633 15 héng, trong d6 ¢6 53 15 hong
murc Cao, 55 16 hong muc Trung binh, 016 hdng mirc
Thap va 525 15 hong chua danh gia. Trong d6 c6 it
nhat 179 16 hong cho phép chén va thyc thi ma 1énh.

Hé thong k¥ thuat cia Cuc ATTT chi dong ra
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi dung & Viét Nam: Nhém 03 15 hong
trong Adobe, 01 15 hong trong Trend Micro, Nhém
03 15 hong trong Apache, Nhém 08 156 héng trong
Cisco, 01 15 héng trong Dell, Nhém 04 15 hdng trong
Github, Nhém 06 16 hong trong IBM. Thong tin chi
tiét vé mot s 16 hong trén cac san pham/dich vu phd
bién tai Viét Nam cu thé nhu sau:

Mgt sé 16 héong trén cac san pham/dich vu

phé bién tai Vit Nam:

- Adobe: CVE-2023-22240, CVE-2023-22241, ...
- Trend Micro: CVE-2022-48191.

- Apache: CVE-2023-22884, CVE-2020-36658,...
- Cisco: CVE-2023-20044, CVE-2022-20964,...

- Dell: CVE-2022-34405.

- Github: CVE-2023-22483, CVE-2023-22484,...
- IBM: CVE-2022-43864, CVE-2022-43917, ...
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Théng tin diém yéu, 16 hong

San
TT | pham/ dich M3 16 quéc té M6 ta ngin Ghi chu
vu
CVE-2023-22240 ] L
Nhom 03 16 hong trong Adobe (Acrobat | Chua c6 thong
1 Adobe CVE-2023-22241 | Reader) cho phép déi tugng tAn cong thuc | tin xac nhan va
CVE-2023-22242 | thimatuyy. ban va
i i 01 16 héng trong Trend Micro (Trend A
Trend CVE-2022-48191 Micro Maximum Security 2022) cho phép D,a co Ehon\g t[n
2 . X Lo TN xac nhan va ban
Micro doi twong tan cong thuc hién tan cong leo Vi
thang dac quyen.
CVE-2023-22884 ] I _ o
Nhom 03 16 hong trong Apache (Airflow, | Da c6 thong tin
3 Apache CVE-2020-36658 | | DAP) cho phép dbi twong tAn cong , truy | xac nhan va ban
CVE-2020-36659 | cap/thuc hién cac hanh dong trai phéep. va
CVE-2023-20044 | \ihom 08 13 hong trong Cisco (CX Cloud
CVE-2022-20964 | Agent,...) cho phép do6i twgng tan cdng | Chua c6 thong
4 Cisco i i thue thi cac 1énh tly v, thuc hién tin cong | tin X4c nhan va
CVE-2023-20008 XSS, truy cap/thuc hién cac hanh dong trai ban va
phép.
01 15 hong trong Dell (Realtek) cho phép | Chua c6 thong
5 Dell CVE-2022-34405 | 45i tuong tan gﬁng thuc hién tan cdng leo | tin xac nhan va
thang dac quyen. ban va
CVE-2023-22483
Nhom 04 156 hong trong Github . n
6 Github CVE-2023-22484 (CommonMark) cho phép dbi tuong tin Eﬁggccﬁﬁgﬁr\],%
CVE-2023-22486 | cOng truy cap/thuc hién cac hanh dong tréai ban VA
phép.
CVE-2022-43864 ba cd théng tin
7 x A . 4 h»\ hY 9
CVE-2022-43917 | Nhom 06 15 hong trong IBM  (Identity | xac nhan va ban
7 IBM Manager,...) cho_ phép doi tugng tan cong va
CVE-2022-22462 | truy cap/thyc hién cac hanh dong tréi
phép.




Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

g )y Biéu do thong ké thiét bj theo cong dich vu
Tan cong DRDoS phé bign

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6 o

40,895 (giam so Véi tuan trudc 46,658) s
thiét bi c6 kha ning bi huy dong va tro o

thanh nguon tan cdng DRDoS. Céc thiét B

bi nay dang m¢ st dung cac dich vu NTP PP P e

(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phé bién trong tuan. Tan cong Web

Trong tuan, c6 211 truong hop tan cong
, , , vao trang/cong thong tin dién tir cua
Thong ke tan cong vao trang/cong Viét Nam: 12 truong hop tin cong thay
thong tin dién tir dbi giao dién (Deface), 181 trudong hop
cua Vigt Nam tAn cong hra dao (Phishing), 18 truong

Deface t hop tan cong cai cam ma doc.

Cai ma doc

Lira dao (Phlshmg) 181 TOP 16 ¢hire, dich vy bl gid mao

Tan cong Phishing

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chuc, doanh nghi¢p, nha ] s .
cung cap, dich vy l6n nhu: Cac mang X4 Danh sach IP/tén mién doc hai c6 nhieu ket noi

hoi, ngan hang, thu dién tir,v.v...Viét tir Viét Nam

Nam ¢4 nhicu ngudi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 5757 IP xjpakmdcfuge.ru:90 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 2556 IP | xjpakmdcfuge.in: 460 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 1218 IP restlesz.su: 122 IP
Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 195 IP amnsreiuojy.ru: 209 IP
can phai hét stc canh giac voi nhiing xjpakmdcfuge.com: 107 IP | hzmksreiuojy.ru: 16 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tuén dé c6 113 phan anh truong hop lira ddo do nguoi dung Internet Viet Nam
thdng bao vé Trung tdm Giam sat an toan khong gian mang quoc gia (NCSC) qua hé
thdng tai dia chi https //canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu
treong hop lira dao gia mao website ciia ngan hang, cac trang thuwong mai dién ta..

Duéi dy 1a mot s6 trudng hop nguoi ding can nang cao canh giéc.

STT Website lira dao Ghi chu
clmm.nl
1 chanlemmo.com Gia mao website Vi dién tir Momo
dtcltx.com
2 mp220303.com Gia mao website san TMDT Lazada
hdsaisonvn.com
vib84.com
a666.vn
76996.co
3 hdbankfinance.shop Website gia mao, ltra dao
6699uu.com
zvc.cc
79wing.com
thao88.com
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir Iy kip thoi.

*k*k
2. Bdi v6i cac diém yéu, 16 hong trong phan L§ hong bao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhitng
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 156 hong bao mat tr dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tan cong. Bén canh d6, dbi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xtr Iy cac thiét bi trong toan bo hé thong mang néu co dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao thong ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhén thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




