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1. Tin tiec An toan théng tin
- Canh bao: L& hong Realtek — hon 134 triéu cudc tan cdng thiét bi loT.

- Chién dich tan cong APT: Nhém tan cong APT BackdoorDiplomacy st
dung backdoor Turian d& nham muc tiéu vao chinh phua Iran.

2. Piém yéu, 16 hong
- 589 16 hong duoc cong bd va cap nhat.

- 07 15 hdng, nhém 16 hong trén cac san pham/dich vy pho bién tai Viét
Nam.

3. So liéu, thong ké
- T4n cong DRDoS
- Tan cong Web

- Tan cong lira dao nguoi dung Viét Nam: 173 trudong hop lira dao do
nguoi dung Internet Viét Nam théng béo.

4. Tai liéu lwu triv
Chuyén muc Bao cao dinh Ky tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn




NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

“Nhém tan cong APT BackdoorDiplomacy sir dung

. A N - A \ e - ) J
backdoor Turian dé nham muc tiéu vao chinh pha lran

BackdoorDiplomacy sir dung cac bién thé
mai cua backdoor c6 tén la Turian, dugc stir dung
vao thang 6 ndm 2021. Céac nha nghién clru da
tim thiy mot mau cua bién thé méi hon duoc tich
hop VMProtect c6 chira chitc nang ma hoa API
va chirc nang giai md XOR.

BackdoorDiplomacy lién tuc phat trién cac
TTP cua no trong chién dich gian diép. Hon nira,
. ] nhom con thudng xuyeén trién khai TTP tuong tu

Gan day, mot lan song tan cong mai da dugC  véi cac cong cu dugc sira dbi dé nham muc tiéu
phat hién nham vao céc co quan chinh phu Iran v0 c4c té chirc chinh phu va ngoai giao khéc trén
duoc cho la do nhém BackdoorDiplomacy thuc khép Béc va Nam M§, Chéau Phi, Trung Pong.
hién.

BackdoorDiplomacy (hay con goi la Playful
Taurus, APT15) bit ddu mét chién dich vai phan
mém doc hai duoc nang cap thém va thém cac
cdng cu mai trong chién dich. Trong lan séng gan
day, nhom c6 kha nang da xam nhap vao cac
mang cua chinh pha Iran thudc 4 t6 chic khéc
nhau, trong d6 c6 B0 Ngoai giao. Nhéom da
chuyén dich vu luu trit ciia cAc mang nay qua co
s& ha tang C&C doc hai va sir dung chiing dé thiét
lap két ndi véi phan mém doc hai. Nhom da lam
dung céc chung chi lién quan dén hoat dong hét
han thugc Vé co quan bi nham muc tiéu dé tranh
bi phét hién.

Ngudn: https://cyware.com/news/backdoordiplomacy-apt-uses-turian-backdoor-to-target-iranian-
government-09flda2a



https://cyware.com/news/backdoordiplomacy-apt-uses-turian-backdoor-to-target-iranian-government-09f1da2a
https://cyware.com/news/backdoordiplomacy-apt-uses-turian-backdoor-to-target-iranian-government-09f1da2a
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Tin tiec An toan thong tin

“canh bao: LS hong Realtek — hon 134 triéu cudc tan cong

thiét bj 1oT""

Cac nha nghién ctru dang canh béo vé su
gia ting dot bién cua cac cudc tan cong khai thac
156 héng bao mat thyc thi ma tir xa di duoc va
trong Realtek Jungle SDK ké tir dau thang 8
nam 2022. Tinh dén thang 12 ndm 2022, d ghi
nhan 134 triéu vu khai thac véi 87% cac cudc
tan cdng xay ra trong 4 thang qua. Gan 50% céc
cudc tan cdng bat ngudn tir Hoa Ky (48,3%),
tiép theo la Viét Nam (17,8%), Nga (14,6%), Ha
Lan (7,4%), Phap (6,4%), Dtic (2,3%). Hon nita
98% céc cudc tan cong khai thac 16 hong bao
mat bat nguon tir Nga di nham vao cac to chic
o Uc.

L5 hong bao mat c6 ma CVE-2021-35394
(c6 diém CVSS:9.8), cho phép ddi twong tan
cdng thuc thi ma tly y véi mice dic quyén cao
va chiém quyén kiém soat thiét bi. L5 hong anh
hudng dén nhiéu loai thiét bi nhu D-Link, LG,
Belkin, ASUS va NETGEAR.

Bén canh d6, 16 hong CVE-2021-35394
dugc khai thac trong mang botnet nhu Mirai,
Gafgyt va Mozi, ciing nhu mot mang botnet tan
cong tir chéi dich vu phan tan DDoS dua trén
Golang c6 tén la RedGoBot.

Su gia tang ctia cac cudc tan cong khai thac
16 hdng CVE-2021-35394 cho thiy ddi tuong
tan cong rat quan tam dén céc 16 héng trong
chudi cung ung, diéu ma nguoi dung binh
thudng co thé kho xéac dinh va khic phuc.

Ngudn: https://thehackernews.com/2023/01/realtek-vulnerability-under-attack-134.html



https://thehackernews.com/2023/01/realtek-vulnerability-under-attack-134.html
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Nguy co tan Cong
- mang tu diém yeéu,
' 16 hong

Trong tuan, cac té chirc qudc té di cong bd va
cap nhat it nhat 589 16 hong, trong d6 c6 70 15 hong
muc Cao, 63 15 héng mac Trung binh, 05 15 hong
muc Thap va 451 15 hong chua danh gia. Trong d6
c6 it nhat 73 15 hong cho phép chén va thyuc thi ma
Iénh.

Hé thong k¥ thuat cia Cuc ATTT chi dong ra
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi dung & Viét Nam: Nhém 28 15 hong
trong Adobe, Nhém 74 15 hong trong Oracle, Nhém
12 16 héng trong Apache, Nhém 22 15 héng trong
Cisco, Nhém 14 15 hong trong Dell, Nhém 01 15 hong
trong Github, Nhém 09 15 hong trong IBM. Thang tin
chi tiét vé mot s 16 hdng trén cac san pham/dich vu
phd bién tai Viét Nam cu thé nhu sau:

Mgt sé 16 héong trén cac san pham/dich vu

phé bién tai Vit Nam:

- Adobe: CVE-2023-21606, CVE-2023-21607, ...
- Oracle: CVE-2023-21893, CVE-2023-21852, ...
- Apache: CVE-2006-20001, CVE-2022-36760,...
- Cisco: CVE-2023-20020, CVE-2023-20043,...

- Dell: CVE-2022-32490, CVE-2022-34393, ...

- Github: CVE-2022-237309.

- IBM: CVE-2021-39089, CVE-2022-47990, ...
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Thong tin diém yéu, 16 hong

San
TT | pham/ dich M3 16 quéc té M6 ta ngin Ghi chu
vu
CVE-2023-21606 | \jhom 28 15 hong trong Adobe (Acrobat
CVE-2023-21607 Reader InDesign,...) cho phep ddi twong | Chua c6 thong
1 Adobe CVE-2023-21608 tan cong thuc thi ma tuy y, tan cong leo | tin xac; nha;m va
thang dic quyén, 1am ro ri thong tin di ban va
liéu.
CVE-2023-21893 | Nhém 74 15 héng trong Oracle (E-
CVE-2023-21852 | Business Suite, Fusion Middleware,...) | 5. .o thong tin
9 Oracle cho phép ddi tuong tan céng khdng can w4C nhan va ban
CVE-2023-21853 | x4c thuc cO quyén truy cap mang qua Vé
HTTP dé xam nhap vao hé théng, truy
cap/thyc hién cac hanh dong tréi phép.
CVE-2006-20001 | \pom 1213 hong trong Apache cho phép
CVE-2022-36760 | ddi tuogng tan cong Vi quyén caa nguoi | Chua c6 thong
3 Apache CVE-2022-37436 duﬂng CuC7 bo~ chquy;en truy _CAap QOC yao tin xag nhaim va
mot co s& dir liéu @€ thyc hién cac hanh ban va
dong trai phep.
CVE-2023-20020 | Nhém 22 16 héng trong Cisco
CVE-2023-20043 | (BroadWorks, - ldentity - Services | oy ) o6 thong
4 Cisco Englnef...,) cho pl}ep,dm tuong tan CONG | i xac nhan va
CVE-2023-20044 | thuc thi cac 1énh tuy y, thuc hién tan cong ban VA
XSS, truy cap/thuc hién cac hanh dong trai
phép.
CVE-2022-32490
CVE-2022-34393 | Nhém 14 156 hong trong Dell (BIOS, | Chua co thong
5 Dell CVE-2022-34401 EMC,...) cho phép dbi tuong tan cong | tin xa<7: nhaim va
thuc th| ma hoac Iénh tay y. ban va
01 16 héng trong Github (Enterprise | Chua c6 thdng
6 Github CVE-2022-23739 Server) cho phép ddi tugng tan cong truy | tin xac nhan va
cap/thuc hién cac hanh dong trai phép. ban va
- - x s ba c6 thong tin
CVE-2021-39089 | Nhom 09 13 héng trong 1BM  (CPas, | o o0 00D 1
CVE-2022-47990 | Spectrum Virtualize ,... ) cho phep doi VA
7 IBM CVE-2023-22592 tg:qng tan cong :[hu’c hién tan cgngltu choi
dich vy, cai md@ JavaScript tuy y, truy
cap/thuc hién cac hanh dong trai phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

< = Biéu d6 théng ké thiét bi theo cdng dich vu
Tan cong DRDoS phé bign

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
46,658 (tang so Voi tuan trudc 45,612)
thiét bi c6 kha ning bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 191 truong hop tan cong
vao trang/cong thong tin dién tir cua

Théng ké tén cong vao trang/cong Viét Nam: 04 truong hop tin cong thay
thong tin dién tw déi giao dién (Deface), 169 truong hop
cua Vigt Nam tan cdng lira dao (Phishing), 18 truong
Deface hop tan cong cai cam ma doc.
Cail ma déc L
Lira dao (Phishing) 169 TOP 16 chirc, dich vu bj gid mao

Tan cong Phishing

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chac, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién ddc hai c6 nhiéu két noi
hoi, ngan hang, thu dién ta,v.v...Viét tir Viét Nam

Nam c6 nhieu ngudi\ dung cac diCh,V‘-{’ differentia.ru: 24574 IP xjpakmdcfuge.ru:507 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 10248 IP | xjpakmdcfuge.in: 460 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 4997 IP restlesz.su: 285 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 1006 IP | amnsreiuojy.ru: 1619 IP
can phai hét stc canh giac voi nhiing xjpakmdcfuge.com: 644 IP | hzmksreiuojy.ru: 85 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tuén dé c6 173 phan anh truong hop lira ddo do nguoi dung Internet Viet Nam
thdng bao vé Trung tdm Giam sat an toan khong gian mang quoc gia (NCSC) qua hé
thdng tai dia chi https //canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu
treong hop lira dao gia mao website ciia ngan hang, cac trang thuwong mai dién ta..

Duéi dy 1a mot s6 trudng hop nguoi ding can nang cao canh giéc.

STT Website lira dao Ghi chu
0 0 0
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH”

1. Béi v6i cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan théng tin, Quy
don vi can thudng xuyén cip nhat thong tin (nhu cac chién dich tin cong cia cac nhoém APT,
thong tin IoC kém theo ting chién dich, diém yéu 16 hong dang bi loi dung dé khai théc,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xt 1y kip thoi.

*k*k
2. Dbi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo
ddi va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi da c6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 1 héng bao mat tu dong”
tai dia chi https:/service.khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang sir
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

***k
3. Dbi véi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢o, cac cude tAn cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bi lgi dung dé thuc hién tn cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xur Iy nguy co tin cong. Bén canh dé, d6i voi cac
IP/tén mién duogc dé cap trong muc Danh sach IP/tén mién dc hai cé nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xir 1y cac thiét bi trong toan bd hé thong mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**%k
4. Bdi véi cac website gia mao thong ké tai myc Tan cong lira dio ngudi dung Viét Nam,
Quy don vi can cha ¥ quan tim khéng truy cip vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira 40, nang cao nhéan thirc ban than va tuyén truyén cho ban b, ngudi than va
nhitng ngudi xung quanh tranh viéce try thanh nan nhéan cta nhiing cudc tin cong lira dao nay.

B ais@mic.gov.va Q@ Ta 16, s 115 Trin Duy Hung,
quian Cau Giay, Tp. Ha Ndi

=
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htpsYkhonggianmang. vn/

f https:/fwww facebook.com/govS0C



