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1. Tin tiec An toan théng tin

- Canh béo: 02 15 hong bao mat nghiém trong trong Cisco EoL Business
Routers.

- Chién dich tan cong APT: Nhém tan cong APT Dark Pink nham muc
tiéu vao APAC.

2. Piém yéu, 16 hong
- 772 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 15 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- T4an cong DRDoS
- Tan cong Web

- T4n cong lira dao ngudi dung Viét Nam: 204 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Bao cao dinh Ky tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn




NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

“Nhom tén cong APT Dark Pink nhim

muc tiéu vao APAC”

Mot nhém tin cong méi da dugc phat hién
nham muc tiéu vao céc t chire chinh phi va quan
d6i & Chau A Thai Binh Dwong. Chién dich dang
duoc theo doi dudi tén Dark Pink.

Theo cac chuyén gia, chién dich Dark Pink c6
lién quan dén 7 cudc tin cong thanh cong tur
thang 6 dén thang 12 nim 2022. Nhom bt dau
hoat dong vao gitta ndm 2021 va cac cudc tan
cong gia ting mot nam sau d6 bang céch sir dung
bo cbng cu tly chinh, duoc tao ra dé danh cip
théng tin quan trong tir cac mang bi xam nhap.
Nhém str dung email hra dao truc tuyén dé khoi
dong cac cudc tan cong va API Telegram.

Nhom Dark Pink tan coéng vao hai co quan
quan doi ¢ Philippines va Malaysia, co quan
chinh phu ¢ Campuchia, Indonesia, Bosnia,
Herzegovina va mét to chic ton giéo o Viét Nam.

Nhém Dark Pink truy cap vao cac trang
tuyén dung dé gia mao ung tuyén vao vi tri trong
bo phan PR va truyén théng. Tuy nhién, muc dich
cia nhom 1a trién khai KamiKakaBot va
TelePowerBot dé thuc thi 1énh duoc guri qua bot
Telegram. Sau d6, nhom str dung cong cu Ctealer
va Cucky dé danh cip thong tin dang nhap va
cookie tur trinh duyét web.

Chién dich da st dung nhiéu chudi lay
nhiém, trong d6 quyén truy cap ban dau c6 duoc
thong qua céc tin nhan kra dao st dung lién két
dén tép hinh anh I1SO bi 1ay nhiém dé trién khai
phan mém doc hai.

Chién dich Dark Pink da sir dung chién thuat
lra dao truc tuyén dé phan phbi mot bo céng cu
tly chinh, diéu nay cho thiy tim quan trong va
hiéu qua cia phuong phap tin cong nay. Do do,
C4C t6 chuc nén tang cuong tuyén phong thu cua
minh bang cach sir dung cac giai phap bao mat
email dé phat hién va ngin chin cac email hra
dao truéc khi ching xdm nhap vao bén trong
mang.

Nguon: https://cyware.com/news/dark-pink-apt-group-targets-apac-b1dal13a
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Tin tiec An toan thong tin

*Canh bao 02 15 héng bao mat nghiém treng trong Cisco

EoL Business Routers”

Cisco di cong bd vé 02 15 hong bao mat ()
anh huong dén EoL Small Business RVO016,
RV042, RV042G va RV082. Cisco tuyén bd
rang 02 16 hong nay s& khong duoc khic phuc
ngay ca khi 16 hong da bi khai thac trong thyc
té. LS hong ton tai do 16i xac thuc dau vao trén
giao dién quan ly dua trén web cuaa bo dinh
tuyén, cho phép bo qua xac thuc hoic thuc thi
cac lénh doc hai.

- L3 hdng bao mat CVE-2023-20025 (diém
CVSS: 9.0 Cao) ton tai do viéc xac thuc dau vao
ctia ngudi dung khong dung cach. Di tuong tin
cdng cd thé thuc thi ma tir xa bang cach giri yéu
cau HTTP gia mao.

- L3 hong bao mat CVE-2023-20026 (diém
CVSS:6,6 Trung binh) cho phép ddi twong tan
cdng cé thong tin xac thuc quan tri vién hop 1€,
truy cap du liéu trai phép.

Cisco khong phéat hanh cac ban cap nhat
phan mém dé khac phuc 02 15 hong nay. Vi vay,
bién phap khac phuc thay thé la quan tri vién
nén tat tinh nang quan ly tir xa va chan quyén
truy cap cong 443 va 60443,

Ngudn: https:/thehackernews.com/2023/01/cisco-issues-warning-for-unpatched.html
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Nguy co tan Cong
4 mang tu diém yéu,
' 16 hong

Trong tuan, cac to chic qudc té da cong bd va cap
nhat it nhat 772 16 hong, trong d6 c6 284 16 hong muc
Cao, 141 156 héng mac Trung binh, 05 15 hdng mic
Thap va 342 16 hong chwa danh gia. Trong d6 co it nhat
54 156 hong cho phép chén va thyc thi ma Iénh.

He thdng ky thuat cia Cuc ATTT chu dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng

phé bién tai Vigt Nam:
- Siemens: CVE-2022-47935, CVE-2022-47967, ...

l6n dén nguoi dung & Viét Nam: Nhém 10 16 héng - Linux: CVE-2022-4382, CVE-2022-4382, ...

trong Siemens, Nhém 11 15 hong trong Linux, Nhém - Wordpress: CVE-2022-38467, CVE-2022-45353,...
07 18 hong trong Wordpress, Nhom 02 16 hong trong - Github: CVE-2022-46258, CVE-2015-10031.
Github, Nhém 07 16 hong trong Huawei, Nhém 15 16 - Huawei: CVE-2022-46762, CVE-2022-46761, ...

hong trong Google, Nhém 04 15 hdng trong IBM.
Thong tin chi tiét vé mot sb 16 hong trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- Google: CVE-2023-0134, CVE-2023-0129,...
- IBM: CVE-2022-35281, CVE-2022-22470, ...
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Thoéng tin diém yéu, 16 hong

San
TT | pham/ dich M3 16 quéc té M6 ta ngin Ghi chu
vu
CVE-2022-47935 | \hom 10 13 hong trong Siemens
CVE-2022-47967 | (Automation License Manager,...) cho | Chua c6 thong
1 Siemens CVE-2022-3159 phép (‘101 t_uqng }an cong thuc tAhI ma tu _an, tin xac; nhe:m va
doc va ghi cac tép tuy y, truy cap/thuc hién ban va
cac hanh dong trai phép.
CVE-2022-2196
CVE-2022-4379 Nhom 11 15 héng trong Linux (kernel) cho | Da cé théng tin
2 Linux phép doi tuong tan cong truy cap/thuc hién

CVE-2022-4382

Xac nhan va ban

cac hanh dong trai phép. va
CVE-2022-38467 | Nhom 07 15 héng trong Wordpress cho A
phép dbi twrong tan cong thuc hien tan | S1u@ O thong
3 | Wordpress | CVE-2022-45353 | P S o IR tin xac nhan va
cbng XSS, truy cap/thuc hién cac hanh ban Vi

dong trai phép.

CVE-2022-46258
CVE-2015-10031

Nhém 02 16 hong trong Github (491-
Project, Enterprise Server) cho phép doi

ba c6 théng tin

4 Github tuong tAn truy cap doc/ghi dé stra doi cac | <2¢ nhg\llr;va ban
tép trai phép, SQL injection.
CVE-2022-47974 | Nhom 07 16 hong trong Huawei (emui)
CVE-2022-46761 | cho phép doi tugng tan c6 the ngat ket noi | Da b thong tin
5 Huawei CVE-2022-46762 d;Ach vy, anh huonig den tlnh_lfha d}lng Cua | xac nhaq va ban
hé thong, truy cap/thuc hién cac hanh va
dong trai phép.
CVE-2023-0128
CVE-2023-0129 Nhom 15 |6 héng trong Google (Chrome) | Chua c6 thong
6 Google CVE-2023-0134 cl_lf) ph’ep qu tugng tap_ cong truy cap/thuc | tin xag nhe,}n va
hién cac hanh dong trai phép. ban va
CVE-2022-22470 | Nhém 04 15 hong trong IBM  (Security | Pa c6 thong tin
CVE-2022-40615 \A{erlf}/ Governa~nc,.;. ) cho p}jep dm}uqr}g Xac nhaf{ va ban
7 IBM tan cong luu trtr thong tin ddng nhap cua va

CVE-2022-35281

ngudi dung, stra d6i hoic x6a thong tin
trong co s¢ dir liéu, truy cap/thuc hién cac
hanh dong trai phép.




NCSCX

National Cyber Security Center

Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

= . Biéu do thdong ké thiét bj theo cdng dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
47,360 (tang SO Véi tuan trudc 45,612)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web
Trong tuan, c6 441 trudng hop tan cong
, ’ v vao trang/cong thong tin dién tir cua
Thong ké tan cong vao trang/cong Viét Nam: 184 truong hop tan cong
thong tin dién fr thay ddi giao dién (Deface), 241 truong
cua Vict Nam hop tAn cong lira dao (Phishing), 16

Deface F trrong hop tan cong cai cam ma doc.
Cai mi doc

Ltta dao (Phishing) 241 TOP 16 chirc, dich vu bf gid mao

Tan cong Phishing

Trén thé giGi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién ddc hai c6 nhiéu két noi
hoi, ngan hang, thu dién ta,v.v...Viét tir Viét Nam

Nam ¢4 nhicu nguc‘yi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 32698 IP xjpakmdcfuge.ru:676 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 12124 IP | xjpakmdcfuge.in: 622 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 6172 IP restlesz.su: 347 IP
Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 1777 IP | amnsreiuojy.ru: 1576 IP
can phai hét sic canh giac véi nhiing xjpakmdcfuge.com: 953 IP hzmksreiuojy.ru: 168 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tuén da c6 204 phan anh truong hop lira ddo do nguoi dung Internet Viét Nam
thdng bao vé Trung tdm Giam sat an toan khong gian mang quoc gia (NCSC) qua hé
thdng tai dia chi https //canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu
treong hop lira dao gia mao website ciia ngan hang, cac trang thuong mai dién ta..

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi cha
1 cf222.art Trang web lira dao
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi v6i cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan théng tin, Quy
don vi can thudng xuyén cip nhat thong tin (nhu cac chién dich tin cong cia cac nhoém APT,
thong tin IoC kém theo ting chién dich, diém yéu 16 hong dang bi loi dung dé khai théc,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

*k*k
2. Déi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo
ddi va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi da co tai khoan trén “H¢é théng Canh bao diém yéu vara soat 1 héng bao mat tu dong”
tai dia chi https:/service.khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang sir
dung dé giam sat va nhan canh bao ngay khi ¢6 16 hong méi phat sinh.

*k*k
3. Dbi véi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢o, cac cude tAn cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bi lgi dung dé thuc hién tin cong tu chdi dich vy; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xur Iy nguy co tin cong. Bén canh dé, d6i voi cac
IP/tén mién dugc dé cap trong muc Danh sach IP/tén mién ddc hai cé nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xir 1y cac thiét bi trong toan bd hé thong mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Bdi véi cac website gia mao thong ké tai myc Tan cong lira ddo ngudi dung Viét Nam,
Quy don vi can cha y quan tim khong truy cap vao céc trang web duoc néu dé tranh nguy co
bi tan cong lira 40, nang cao nhéan thirc ban than va tuyén truyén cho ban b, ngudi than va
nhitng ngudi xung quanh tranh viéce try thanh nan nhéan cta nhiing cudc tin cong lira dao nay.

B ais@mic.gov.va Q@ Ta 16, s 115 Trin Duy Hung,
quian Cau Giay, Tp. Ha Ndi

=
L3 L

htpsYkhonggianmang. vn/

f https:/fwww facebook.com/govS0C



